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Behaviour of a VPN tunnel
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Site-to-site IPsec VPNs

 A VPN is a logical channel between two endpoints.

 A site-to-site VPN is a “network-to-network” virtual 
connection.

 VPNs do not necessarily include authentication or 
encryption.

 If we need such features, we use IPsec VPNs

 A site-to-site IPsec VPN is a permanent secure virtual 
channel between two sites, each having one or more 
networks.
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Steps for configuring a site-to-site IPsec VPN



6

1. ACL configuration

 Ensure that existing ACLs do not block IPsec and/or IKE 
traffic.

 AH is IP protocol number 51

 ESP is IP protocol number 50

 IKE uses UDP port number 500

 Don’t confuse protocol numbers with port numbers!
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1. ACL configuration example

R1(config)# access-list 102 permit ahp host 172.30.2.2 host 172.30.1.2

R1(config)# access-list 102 permit esp host 172.30.2.2 host 172.30.1.2

R1(config)# access-list 102 permit udp host 172.30.2.2 host 172.30.1.2 eq isakmp

R1(config)# 

R1(config)# interface Serial0/0/0

R1(config-if)# ip address 172.30.1.2 255.255.255.0

R1(config-if)# ip access-group 102 in

!

R1(config)# exit

R1# show access-lists

access-list 102 permit ahp host 172.30.2.2 host 172.30.1.2

access-list 102 permit esp host 172.30.2.2 host 172.30.1.2

access-list 102 permit udp host 172.30.2.2 host 172.30.1.2 eq isakmp
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2. IKE policy configuration

 These parameters are used during negociation.

 The negociation’s purpose is to establish an ISAKMP peering between two IPsec 
endpoints.

 Multiple ISAKMP policies can be configured, each with a unique priority number (1 
to 10000).

 More secure policies should have lower priority numbers.

 The security association will be made up from the lowest common set of policy that both 
peers agree upon.

 If commands are not explicitely entered, defaults are used

 For example, if no hash algorithm is set, it defaults to SHA.
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2. IKE policy configuration

 Enter ISAKMP policy configuration mode:
R1(config)#crypto isakmp policy 110

 Set the ISAKMP parameters
R1(config-isakmp)#authentication pre-share

R1(config-isakmp)#encryption des

R1(config-isakmp)#group 1

R1(config-isakmp)#hash md5

R1(config-isakmp)#lifetime 86400

 Policy numbers are locally significant only (110).

 Policy numbers don’t need to match, only their contents

 All parameters must be equal for a policy to match

 Except for the key lifetime (the lowest lifetime is still 
accepted)9
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2. IKE policy parameters
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2. Negociating multiple policies

 In this example, policies 100 and 200 can be negociated, but 300 cannot.

 A peer sends all its policies to the remote peer.

 The remote peer tries to find a complete match with its own policies.
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2. IKE configuration: pre-shared keys

 If pre-shared keys have been specified (and negociated) 
in the IKE policy, then a key must be configured.

 The PSK must be identical for two peers to create an SA.

 Different PSKs can be configured for different peering 
relationships.

 Example:
R1(config)#crypto isakmp key cisco123 address 172.30.2.2

[similar config for R2, using R1’s IP address]

 Note: a hostname can be used instead of the IP address, but it will only be sent as 
an identity indicator. To configure a valid peering, you must specify the remote 
peer’s IP address.
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3. Transform set configuration

 A transform set is a set of protocol-algorithm pairs designed to 
protect the data flow through the tunnel.

 Each protocol-algorithm pair is called a “transform”.

 A transform set can have up to 4 transforms
 One AH authentication method

 One ESP encryption method

 One ESP authentication method

 One compression method

 During the negociation, the peers search for a transform set that 
matches between both peers.

 If ISAKMP is not used to establish SAs, only one, non-negociated 
transform set will be used.
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3. Allowed transform combinations

 AH transform:

 ah-md5-hmac; ah-sha-hmac

 ESP encryption transform:

 esp-aes; esp-aes 192; esp-aes 256

 esp-des; esp-3des

 esp-seal; esp-null

 ESP authentication transform:

 esp-md5-hmac

 esp-sha-hmac

 IP compression transform:

 comp-lzs
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3. Transform set example

 Sample transform sets:
R(config)#crypto ipsec transform-set RED ah-md5-hmac esp-3des 

esp-md5-hmac comp-lzs 

 Uses AH with HMAC authentication

 Uses ESP with both MD5 authentication and 3DES encryption

 Uses IP header encryption with the LZS algorithm

R(config)#crypto ipsec transform-set YELLOW ah-md5-hmac esp-

aes 

 Uses AH with MD5 authentication

 Uses ESP with AES encryption

R(config)#crypto ipsec transform-set BLUE esp-aes esp-sha-hmac

 Uses both ESP AES encryption and ESP SHA authentication.
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4. Crypto ACL configuration

 Crypto ACL are just simple ACLs that select traffic flows to 
protect.

 On an outbound crypto ACL:

 a permit statement indicates that the traffic must be encrypted

 a deny statement indicates that the traffic must be sent in clear text

 traffic is not dropped by a deny statement in a crypto ACL

 On an inbound crypto ACL:
 a permit statement must match incoming encrypted traffic

 a deny statement must match incoming clear text traffic

 inbound ACL are used to discard traffic that should have been protected 
by  IPsec.
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4. Crypto ACLs

 Outbound indicates the data flows to be protected by the ACL.

 Inbound filters traffic that should have been protected by the 
ACL.

 Crypto ACLs must be extended ACLs.
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4. Crypto ACLs sample configuration

 Applied to R1 S0/0/0 outbound traffic:
R1(config)# access-list 110 permit tcp 10.0.1.0 0.0.0.255 

10.0.2.0 0.0.0.255

 Applied to R2 S0/0/0 outbound traffic:
R2(config)# access-list 101 permit tcp 10.0.2.0 0.0.0.255 

10.0.1.0 0.0.0.255
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5. The Crypto map

 A crypto map is a “sum” of all configuration items that we’ve 
discussed so far.

 It combines the following parameters:

 The crypto ACL that indicates which traffic to protect

 The security associations used to establish the tunnel

 Who is the remote peer

 Which local address will be used for IPsec traffic (optional)

 Which transform sets will be used in negociation for data protection.

 Crypto maps have names and sequence numbers.
 Maps with the same name and different sequence numbers are 

grouped in a crypto map set.

 Only one crypto map set can be assigned to an interface.

 Multiple interfaces can share the same crypto map.
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5. Sample crypto map configuration

 Multiple peers can be specified for redundancy.
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5. Crypto map configuration explained

R1(config)# crypto map MYMAP 10 ipsec-isakmp

 Name of crypto map and sequence number
R1(config-crypto-map)# match address 110

 Crypto ACL to be matched for encrypted traffic.
R1(config-crypto-map)# set peer 172.30.2.2 default

 Configure the primary peer
R1(config-crypto-map)# set peer 172.30.3.2

 Optionally, configure a secondary peer.
R1(config-crypto-map)# set pfs group1

 Set DH group 1.
R1(config-crypto-map)# set transform-set mine

 Chose an already-configured transform set to use in ISAKMP negociation.
R1(config-crypto-map)# set security-association lifetime seconds 

86400

 Set an already-configured transform set to use in the IPsec tunnel.
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FINALLY!!! Assigning the crypto map

R1(config)# interface serial0/0/0

R1(config-if)# crypto map MYMAP

 Applies the crypto map to the outgoing interface.

 Activates the IPsec policy.

 Aaand... you’re done!
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Verifying and troubleshooting IPsec

Show command Description

show crypto map Displays configured crypto maps.

show crypto isakmp policy Displays configured IKE policies.

show crypto ipsec sa Displays established IPsec tunnels.

show crypto ipsec transform-set Displays configured IPsec transform 
sets.

debug crypto isakmp Debug IKE events.

debug crypto ipsec Debug IPsec events.
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The “show crypto map” command

R1# show crypto map

Crypto Map “MYMAP" 10 ipsec-isakmp

Peer = 172.30.2.2

Extended IP access list 110

access-list 102 permit ip host 10.0.1.3 host 10.0.2.3

Current peer: 172.30.2.2

Security association lifetime: 4608000 kilobytes/3600 seconds

PFS (Y/N): N

Transform sets={ MYSET, } 

24

 Displays the currently configured crypto maps.
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The “show crypto isakmp policy” command

 Displays configured IKE policies:

R1# show crypto isakmp policy 

Protection suite of priority 110

encryption algorithm:   3DES - Data Encryption Standard (168 bit keys).

hash algorithm:         Secure Hash Standard

authentication method:  preshared

Diffie-Hellman group:   #2 (1024 bit)

lifetime:               86400 seconds, no volume limit

Default protection suite

encryption algorithm:   DES - Data Encryption Standard (56 bit keys).

hash algorithm:         Secure Hash Standard

authentication method:  Rivest-Shamir-Adleman Signature

Diffie-Hellman group:   #1 (768 bit)

lifetime:               86400 seconds, no volume limit
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The “show crypto ipsec transform-set” 
command

 Displays configured IPsec transform sets:
R1# show crypto ipsec transform-set 

Transform set AES_SHA: { esp-128-aes esp-sha-hmac }

will negotiate = { Tunnel,  },
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The “show crypto ipsec sa” command

 Displays established IPsec tunnels
R1# show crypto ipsec sa

Interface: Serial0/0/0

Crypto map tag: MYMAP, local addr. 172.30.1.2

local ident (addr/mask/prot/port): (172.30.1.2/255.255.255.255/0/0)

remote ident (addr/mask/prot/port): (172.30.2.2/255.255.255.255/0/0)

current_peer: 172.30.2.2

PERMIT, flacs={origin_is_acl,}

#pkts encaps: 21, #pkts encrypt: 21, #pkts digest 0

#pkts decaps: 21, #pkts decrypt: 21, #pkts verify 0

#send errors 0, #recv errors 0

local crypto endpt.: 172.30.1.2, remote crypto endpt.: 172.30.2.2

path mtu 1500, media mtu 1500

current outbound spi: 8AE1C9C
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Simple debugging example

R1#debug crypto isakmp

1d00h: ISAKMP (0:1): atts are not acceptable. Next payload is 0 1d00h: 

ISAKMP (0:1); no offers accepted! 

1d00h: ISAKMP (0:1): SA not acceptable! 

1d00h: %CRYPTO-6-IKMP_MODE_FAILURE: Processing of Main Mode failed with 

peer at 172.30.2.2

 What does the above debug message indicate?

 The error has occured in main mode (IKE phase 1)

 The phase 1 policy did not negociate successfully

 Check that there is a corresponding IKE policy on both sides, that 
can match between the peers.


