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 Securizarea Calculatoarelor și a Rețelelor

24. Criptografie avansată și algoritmi de securitate

Data confidentiality
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OSI-layered security approach
Cryptographic algorithms can be implemented at several layers
of the OSI model:








Data link layer can be encrypted using propritary link-encrypting
devices.
Network layer protocols, like IPsec, provide network layer
confidentiality.
SSL (Secure Sockets Layer) and TLS (Transport Layer Security) provide
confidentiality for the transport and session layers.
Application-specific security algorithms protect data at application level.

Regardless the level, keys are involved and overheads,
too.
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Shorter keys offer faster processing but are less secure.
Longer keys take longer to process, but are more secure.

Encryption algorithms
Cryptographic encryption can protect data using one of two methods:






Protect the algorithm
Protect the keys

All modern cryptographic algorithms are public.





So keys are the ones that should be protected.

There are two types of “key-protecting” encryption algorithms:
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Symmetric-key algorithms


Use the same key to encrypt and decrypt.



The key must be pre-shared.

Assymetric-key algorithms


Different keys for encryption and decryption



No need for keys to be pre-shared



Require very long keys



Several thousand times slower than symmetric keys

Symmetric algorithm

Identical keys to a single “padlock”.
The key has to be exchanged prior to sending any secret message (and has
to remain secret).
 The key usually has 80 to 256 bits in length
Easy to process (less CPU-intensive calculations).
The more encyrpted material available, the easier to break.









Key needs to be changed periodically – how do you transmit it?

Examples: DES, 3DES, AES, IDEA, Blowfish
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Asymmetric algorithm

AKA “public-key” algorithms.
The sender and the receiver to not share a secret key.






The key is usually 512 to 4096 bits in length.

The decryption key cannot be derived from the encryption key.
Slow algorithms – complex computations
Examples: RSA, elliptic curves, Diffie-Helman
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How do you “imagine” assymetric encryption?
We have Alice and Bob 






Of course, Alice (always) wants to send a message to Bob.
In a secure manner!

In case of symmetric encryption:






Alice locks, Bob unlocks – simple!
But Alice has to tell Bob her key and we don’t want that.

In case of assymetric encryption:










Alice puts the message in a box.
Alice puts on her own padlock and sends to Bob.
Bob adds his own padlock and sends it to Alice.
Alice removes her padlock, sends back to Bob.
Bob removes his padlock, reads the message.

No keys are exchanged, no clear text message is sent.
Now translate this into mathematics! 
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Same situation, towards cryptography
Alice, Bob agree on information Y
Alice computes A(Y)
Mails it to Bob

Bob computes B(Y)
Mails it to Alice

Alice computes A(B(Y))

Bob computes B(A(Y))

A(B(Y)) = B(A(Y)) = secret key
“Trudy” is listening and “hears” Y, A(Y), B(Y), but can’t
compute the secret key.
A(Y) and B(Y) cannot be combined to create A(B(Y)).
Problem: how do you make A(B(Y)) = B(A(Y))?
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Finally, some math!
The Diffie-Hellman key exchange protocol





Allows Alice and Bob to establish a secret key



Two numbers have to be exchanged between Alice and Bob: a prime
number (p=23) and a base (g=5).



Alice chooses a secret integer (a=6) and sends Bob A = ga mod p


A = 56 mod 23 = 8


A is Alice’s public key and a is her private key.

Bob chooses a secret integer (b=15) and sends Alice B = bb mod p





B = 515 mod 23 = 2


B is Bob’s public key and b is his private key.

Alice computes secret = Ba mod p





196 mod 23 = 2

Bob computes secret = Ab mod p
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815 mod 23 = 2

Green = public data
Red = private data

Assymetric encryption provides confidentiality





Bob’s public key is given to Alice.
Alice encrypts a message for Bob with his public key.
Only Bob’s private key can decrypt the message.
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Assymetric encryption provides authentication






Alice encrypts a message for Bob with her private key.
Bob requests Alice’s public key.
If Bob successfully decrypts the message with Alice’s public key
then he can be sure the message really came from Alice.
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Symmetric encryption cyphers


Block cyphers: DES (64), AES (128), RSA (variable)



Stream cyphers: DES, RC4, A5 (GSM call encryption)
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DES



DES uses a fixed-length key of 64 bits.





But only 56 bits are used for encryption, the others are used for parity.

Has been replaced by 3DES because it can be “easily” cracked.
Usable only if the key is changed very often.
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3DES





Consists of applying DES three times in a row to a plaintext block.
Considered trustworthy, hasn’t beed cracked in more than 35 years.
Cisco’s IPsec configurations can use DES and 3DES.
14

3DES in action
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AES




The original algorithm was designed to work with any key
and block length that were multiple of 32-bits.
The older an algorithm is, the more it is trusted.
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That is why 3DES is still “more trusted” than AES.

Summing it all up – assymetric encryption


How does a “secure” data transfer look now?




It requires confidentiality, integrity and authentication.

Alice -> Bob


Alice encrypts the message using Bob’s public key




Alice calculates a hash of the message and attaches it to the message.




Bob calculates the hash again and if the two hashes match, integrity is
ensured.

Alice encrypts the hash before attaching it, using her private key.
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Bob decrypts using his private key and thus confidentiality is ensured.

Bob decrypts the hash using Alice’s public key, which ensures authentication.

Let’s draw a complicated picture of it
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Digital signatures
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Digital signatures




A digital signature provides three
services:


Authenticity – they prove that a certain
party has signed the data in question.



Integrity – they guarantee that the data
has not changed from source to
destination.



Nonrepudiation – Nobody except the
signing party can sign the message.

Digital signatures algorithms: DSA, RSA
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Nonrepudiation vs. HMAC


With HMAC, authenticity and integrity is provided, too.







Integrity: a hash is attached to the message, which proves that the
message was not modified in transit.
Authenticity: the hash is calculated using a shared secret known only by
some.
Taking the data to a third party does not prove that the third party did
not sent the message (the secret is shared).

Nonrepudiation is only provided by digital signatures.
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A hash is calculated from the data and a private secret.
Taking the data to a third party does prove that the third party did not
send the message (the secret is not shared).
The real sender of the message cannot deny (repudiate) the fact that it
sent the message in the first place.

Properties of digital signatures


Authentic and non-forgeable




Not reusable




The signature is part of the document and cannot be used with
another document.

Unalterable




No one else could have signed the document.

After a document is signed, it cannot be altered.

Cannot be repudiated
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The signer cannot claim later that it did not sign it.

How does a digital signature work?




The sending device (signer) creates a hash of the document.
The sending device encrypts the hash with its own private key.
The encrypted hash is appended to the document.






This hash is the signature.

The receiving device (verifier) accepts the document and
receives the public key of the sender.
The receiving device decrypts the signature using the public
key of the sending device.
The receiving device calculates its own hash of the message
and compares with the decrypted one.
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If these hashes match, the document is authentic.
It has not been altered and has been signed by the assumed signer.

Still, HOW does a digital signature work?
1

The sending device creates
a hash of the document

Data
Confirm
Order

The receiving device
accepts the document
with digital signature
and obtains the public key

6
4

Validity of the digital signature
is verified

Signature Verified
0a77b3440…

hash

Signed Data
Confirm
Order
____________
0a77b3440…

Signature
Key
Encrypted
hash

Signature
Algorithm
The sending device
encrypts only the hash
with the private key
of the signer

2
3
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5

0a77b3440…

The signature algorithm
generates a standard digital signature

Signature is
verified with the
verification
key

Verification
Key

Digital signatures on software applications


A signature of the package/application/executable can be
checked before the application is installed/executed.



Signing a code provides the following assurances:








The code has not been modified since released by the publisher.
The code is actually issued by the publisher (and not someone else).
The publisher can be held accountable for the softwar (this is
nonrepudiation).

The only way to forge a digital signature is to steal the
publisher’s private key.
The user must obtain a public key to validate the signature.
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Public keys are given to anyone (hence “public”…).

DSA






DSA = “Digital Signature Algorithm”
United States Federal Government standard for digital signatures.
Criticised because its slow signature verification algorithm.
DSA signature generation is faster than DSA signature verification.
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RSA



Assymetric algorithm used for signatures and encryption as well.



Widely use in electronic commerce, flexible due to its variable key length.



Based on a public and a private key.


One cannot be deducted from the other.



Faster signature verification than generation.



Much slower than DES (symmetric encryption)
 100 times slower than DES in hardware
 1000 times slower than DES in software
 15000 times slower than DES on Cisco routers 
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Public Key Infrastructure (PKI)
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Public key infrastructure similarity
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PKI facts


Difficult to exchange authentication information between
all peers, for every communication attempt.






If 10 individuals need to validate each other, 90 validations are
required.
Adding an 11th member to the group would require another 20
validations.

Peers can agree to accept a third, neutral party’s
“opinion”.
Peers only need to authenticate themselves with the
“trusted” institution.
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PKI terminology


PKI





Certificate






A service framework needed to support large scale public key-based
technologies.
Consists of hardware, software, people, procedures, policies.

A document that binds together the identity of an entity (person or
company) and its public key.
It has to be signed by a CA.

CA
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The Certificate Authority is a third party that signs the public keys of
entities in a PKI-based system.

CA vendors – Firefox example
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Levels of trust


Certificates can be issued with different levels of trust:










Class 0: testing purposes, no checks made
Class 1: for individuals, mainly for authenticating e-mails
Class 2: for organizations, to prove identity
Class 3: servers and software signing
Class 4: online business transactions between companies
Class 5: private organizations and governmental security

For example, a class 1 certificate might be issued simply by
validating an e-mail address.
A class 3 or 4 certificate might be issued only after the clients
identify themselves in person, showing identification
documents.
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PKI keys



Each entity can have two key pairs.
The first pair is intended for encryption operations





A pair consists of a public and a private key.
The public key encrypts, the private key decrypts.

The second pair is intended for signing digital operations
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The private key signs, the public key verifies authenticity

PKI standards


The X509v3 standard defines the format of a digital certificate.



Various applications implement certificates that adhere to the X509.v3
standard:










Web servers, for website authentication in TLS and SSL
Web browsers use it to implement HTTPS client certificates in SSL.
SMTP, POP3, LDAP were modified to support SSL and X509v3 certificates.
IPsec VPNs use certificates for the public key distribution mechanism
PGP (Pretty Good Privacy)

Certificates can be used at the network layer or the application layer by
Cisco routers, VPN concentrators, PIX firewalls, to authenticate Ipsec
peers.
Cisco switches can use certificates to authenticate devices on LAN
ports.
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Other PKI standards



PKCS = Public Key Criptography Standards



A series of (sub)standards that define the low-level
formats for secure exchange of data.
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Certificate authorities


PKIs form different topologies of trust:
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Single-root CA topologies
Hierarchical CA topologies
Cross-certified CA topologies

CA topologies – Single-root CA


Does not scale well.



Strictly centralized
administration.



A single private and vulnerable
key that is used for signing.


If this key is compromised, the
whole PKI can no longer be
trusted.



Single point of failure
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Root CA

CA topologies – Hierarchical CA topology




Trust can be delegated to other subordinate CAs.
Increased stability and manageability.
The root CA is only used to enroll the subordinate
CAs.




The root becomes less exposed.
Root CA

If a subordinate CA is compromised, only the
corresponding branch is affected.
Subordinate
CA
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CA topologies – Cross-certified CA topology
CA2
CA1

CA3



CAs validate each other’s root certificates.
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Registration authorities


The task of enrolling with a CA is often delegated to an
RA.
2

CA
Completed Enrollment
Request Forwarded to
CA

Hosts will submit
certificate requests
to the RA
Enrollment
request

After the Registration
Authority adds specific
information to the
certificate request and
the request is approved
under the organization’s
policy, it is forwarded
on to the Certification
Authority

RA

1
Certificate Issued

3

The CA will sign the certificate
request and send it back to the host
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Final thoughts






Security, no matter how strong, can always be badly
implemented.
Encryption is prohibited in some countries.
Encryption does not guarantee security.
There are many ways to break a cryptographic system
without cryptanalysis.






Viruses, worms, hackers, social engineering, etc.
Unauthorized physical access to private keys.

Cryptography is only one step in the process of computer
security.
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Privacy

"If McDonalds offered a free Big Mac in
exchange for a DNA sample, there'd be
lines around the block.”
Bruce Schneier
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