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What this lecture is about:
Cryptology, including:






Cryptography
Cryptanalysis

Securing communications by
ensuring:
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Authentication
Data integrity
Confidentiality

Securing communication
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Securing communication in a network

So far, you’ve learned that security must be applied to:





The network infrastructure (remember how?)

The next goal is to secure data
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Especially when it’s travelling over the network

The basic problem

A

message

B

A wants to send a message to B.







A does not want anyone else to read the message.
B wants to make sure that the message cam from A.
B wants to make sure that the message it received is the same
as the message sent by A.

Ok, not A and B, but Alice and Bob 
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How can you secure that message?
One option: make sure that nobody else can receive that
information.







Very difficult.
Very expensive.
Pretty-much impossible on the Internet

A better option: hide your important data
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Write the message in such a way so that only the recipient can
understand it.
Hide the message inside a dummy message (steganography).
Encrypt/scramble the message to make it unreadable
(cryptography).

Steganography
An alternative to encryption.
Hides the existence of the message.







An example of “security by obscurity”

How?








Using a limited subset of marked symbols hidden in a longer
message.
Using invisible ink.
Hiding information in pictures (in the binary file of an image).

Disadvantage: requires large amounts of data to hide little
information.
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Once discovered, extremely easy to obtain the information.
Still, data can be encrypted before it is hidden.

Steganography example
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Traffic security


The three primary aspects of traffic security are:


Authentication





Integrity





Guarantees that nobody has tampered with your data while it was in transit.
Similar to a checksum, but its purpose is not to detect errors, but undesired
alterations.

Confidentiality
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Make sure the sender is who he/she claims to be.
Make sure the receiver is the one intended and not a “spy”.

You cannot make a message by itself “un-capturable”
Any kind of traffic can and will be sniffed at some point.
But you can make sure that a message cannot be deciphered if captured.

Authentication






A PIN is also a form of
authentication.
The PIN is a “shared secret”
between the bank and the
client.
Cryptographic methods can
also provide authentication.
Many protocols and applications do not provide built-in
authentication mechanisms.
 They are vulnerable to spoofing attacks
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Non-repudiation




Another aspect of authentication: non-repudiation.
Is a service that allows the sender of a message to be
uniquely identified.




More exactly, the sender cannot deny being the source of a
message.

Nonrepudiation specifies that only the sender has the
unique characteristics or signature for how the message
was treated.
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Not even the receiver can pretend to be the source.
Proper security must be able to uniquely identify the origin of
a message.

Integrity


Security must also ensure that data was not altered in
transit.


Integrity protects against external threats, not against
transmission errors.



Communication integrity confirms that the message that
has been received is the message originally sent.



Wax seals were used to make sure that nobody
has read or altered the message.



Nowadays, message hashes are used as a
“signature” only to prevent modifications.
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Confidentiality





Confidentiality = privacy
A confidential message can only be read by the receiver.
Encryption converts clear-text data into encrypted data,
called a cypher-text.
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The reverse process is called decryption.
The link between the clear-text and the cypher-text is called a
key.
The key can be a string of letters/numbers or a method
(algorithm) for interpreting the cypher-text.

Cryptographic algorithms




Technologies that are used as a ground for developing
cryptographic systems.
Usually have their basis in mathematics.
Combinations of underlying algorithms can lead to
sophisticated and highly secure systems.
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The cryptographic process
Encryption
Plain Text

• encryption algorithm
(cypher)
• encryption key

Decryption
• decryption algorithm
• decryption key
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Cypher Text

Symmetric encryption


The only encryption method until 1970.






Also called conventional / private-key / single key
encryption.
The sender and the recipient share the same secret key.
In order to be used, both peers must know the key.





That’s when public keys were invented.

It can be statically configured on each one.
Or it can be sent in a secure manner from one to the other.

Still widely used today
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Because it is the least CPU-intensive method.

Requirements for symmetric encryption


Two requirements:


A stong algorithm for encryption (E)






A secret key (K) known only to the sender and the receiver.

The decryption algorithm (D) is the inverse of D and can
be easily deducted:





How do you define “strong”?

Cypher = EK(Msg)
Msg = DK(Cypher)

Assumptions:
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D and E are relatively fast algorithms.
The algorithm is public, the key is secret.
The same key is used for encryption and decryption as well.

Symmetric encryption types


By the operation executed:


Substitution cyphers




Transposition cyphers




Permute the message’s characters.

Product cyphers




Change the message’s characters.

A combination of both.

By the way that plaintext is processed:


Stream cyphers




Block cyphers
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Independently encodes every character of the plaintext.
Splits the plaintext into blocks of characters and applies the encryption
algorithm on each block.

Symmetric encryption examples


Substitution cyphers:






Transposition cyphers:





Monoalphabetic (Caesar)
Polyalphabetic (Alberti, Vigenere)
Monophonic (The great code of Loius XIV)

Columnar (Rail fence)
Block reversal

Product cyphers:
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Enigma machine
DES, 3DES (Data Encryption Standard)
AES (Advanced Encryption Standard)

Cryptography – substitution cyphers


Units of plaintext are substituted with cyphertext
according to a regular system.



Monoalphabetic substitution





Each letter in the plaintext is encoded by only one letter from
the cypher alphabet (and vice-versa).
One-to-one relationship.

Polyalphabetic substitution
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Each letter in the plaintext can be encoded by several
characters from the cypher alphabet (and vice versa).
Many-to-many relationship.

Monoalphabetic – the Caesar cypher


Shift the plaintext characters with k characters to the
right




Apply modulus when overflow occurs.

The result for shifting “HELLOWORLD” with 1, 2 and 3
characters to the right:

What is the key of this cypher?
 22Answer: k


The Caesar cypher – another version





The Caesar cypher is weak, having only 26 possible keys.
Besides shifting every letter with the same key, a different
key can be used for every letter.
Each plaintext letter maps to a different “random”
cyphertext letter.



Now we have 26-letter long keys.
Which give us a whopping number of 26! keys (! Is factorial)

Plain: abcdefghijklmnopqrstuvwxyz
Cipher: DKVQFIBJWPESCXHTMYAUOLRGZN
Plaintext: ifwewishtoreplaceletters
Ciphertext: WIRFRWAJUHYFTSDVFSFUUFYA
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Cracking monoalphabetic cyphers


For use in cryptanalysis, the following concept is useful:


Monoalphabetic substitution ciphers do not change relative
letter frequency.



Calculate letter frequecies for a giver cyphertext.
Compare counts against known values.
Look for common highest and lowest frequencies.



For example, the English language letter frequency is: …
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English letters frequency analysis
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Polyalphabetic substitution cyphers - Vigenere







Consists of multiple Caesar cyphers based on a codeword.
Consider the word “BENCH” as the key (codeword).
Apply each character in the key in sequence to the
plaintext as in Caesar cypher:

Easier to do with a table:
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The Vigenere table
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Cryptography – Transposition cyphers


Transposition cyphers do not change any of the symbols
used to represent the clear-text.


Symbols are only rearranged



If intercepted, the text appears readable, but scrambled.



Some examples:


reeb sdder ekil i




epgniusn rae omtsyl aft
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Read backwards: i like redds beer

Switch every two adjacent letters: penguins are mostly fat

Transposition cyphers – “rail fence” cyphers



Try decoding the following message:
Now try reading it like this:
D...S...A...A...R...M...I

.E.R.A.T.P.E.S.B.I.G.E.N.P.D
..A...N...L...E...N...A...O


This is called a “rail fence” cypher.





The key of such a cypher is the number of lines needed to represent and decode
it.
Here, the key is 3.

Transposition methods are still used by modern algorithms, like DES and
3DES.
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…so it isn’t as childish as it looks 

Product cyphers


Cyphers based on just transpositions or just substitutions
are not secure enough.



Consider using several cyphers in sequence:






Two substitutions make a more complex substitution
Two transpositions make a more complex transposition
A substitution followed by a transposition makes a much more
complex cypher.

The last one is the bridge from classical to modern
cyphers.
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Cryptanalysis methods


Brute-force attacks






Attacker tries every possible key with the known decryption algorithm and,
eventually, one of them will work.
All encryption algorithms are vulnerable to brute-force.
Modern-day cryptography’s objective is to have a possible number of keys large
enough that is takes too much money and time to run a brute-force attack.

Cyphertext-only attacks
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The attacker has the cyphertext of several messages, encrypted with the same
key and algorithm.
The attacker knows nothing about the plaintext.
Statistical analysis can be used to deduce the encryption key.
Modern algorithms produce pseudeorandom outputs that are resistant to
statistical analysis.

Cryptanalysis methods continued


Chosen-plaintext attack






The attacker can test encryption on any given plaintext.
The attacker can find information about the key much faster.
Unlikely to have access to the cyphertext AND the
corresponding desider plaintext as well.

Chosen-cyphertext attack
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The attacker can choose different cyphertexts to be decrypted
and has access to their plaintexts.
The attacker can also find information about the key much
faster.
Just as unlikely as above.

Cryptanalysis methods continued




“Meet-in-the-middle” method.
The attacker knows a piece of both the cyphertext and
the plaintext.
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Data integrity and authenticity
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Cryptographic hashes



Hashes are used to ensure integrity.
Hashes are (must be) one-way
functions.

Data of Arbitrary
Length



The hash function hashes an
arbitrary-length data set into a fixedlength value.



The hash value is also known as:
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Digest value
Message digest
Fingerprint

Fixed-Length
Hash Value

e883aa0b24c09f

Hashing in action





Vulnerable to man-in-the-middle attacks.
Hashes DO NOT provide security.
I would like to
Algorithms: MD5, SHA
cash this
check.

Internet

Pay to Terry Smith
$100.00
One Hundred and xx/100
Dollars

4ehIDx67NMop9

Pay to Alex Jones
$1000.00
One Thousand and xx/100 Dollars

12ehqPx67NMoX
Match = No changes
No match = Alterations
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MD5




“Message-Digest 5”
MD5 is a widely-spread hashing
algorithm.
One-way function






Hash is easy to compute.
Unable to recover original data from
hash.

Complex sequence of simple binary
operations (XOR, shifting, etc).
Produces a sequence of 128 bits.
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MD5

SHA



“Secure Hash Algorithm”
Similar to MD5



Accepts no more than 264 bits of input
Returns an 160-bit message digest



Slower than MD5



SHA-1 is a revision that corrected an
unpublished flaw in the original SHA
algorithm.
SHA-224, SHA-256, SHA-384 and SHA-512 are
newer and more secure versions of SHA and
are collectively known as SHA-2.
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SHA

Try hash-it.net
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HMAC

Data of Arbitrary
Length



HMAC = “Hash-based Message
Authentication Code”



Calculates a MAC using a cryptographic hash
function along with a secret key.



Validates the integrity AND the authenticity
of the message.
Any message-digest algorithm can be used
(MD5, SHA-1).
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Secret
Key

+

Derived algorithms are:


HMAC-MD5



HMAC-SHA1

Fixed Length
Authenticated
Hash Value

e883aa0b24c09f

HMAC example

Sent Data

Received Data

Secret
Key

Pay to Terry Smith
$100.00

Pay to Terry Smith
$100.00

One Hundred and xx/100
Dollars

Secret
Key

One Hundred and xx/100
Dollars

Unsecure
medium
HMAC
(Authenticated
Fingerprint)

4ehIDx67NMop9

Pay to Terry Smith
$100.00
One Hundred and xx/100
Dollars

4ehIDx67NMop9
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HMAC
(Authenticated
Fingerprint)

4ehIDx67NMop9

If the generated HMAC matches the sent
HMAC, then integrity and authenticity have
been verified.
If they don’t match, discard the message.

Key management
Nowadays, an automatic process. Uses
random numbers to minimize prediction.

Key Generation

Key Exchange
The method used for
exhanging keys over an
unsecure medium must be
secure.

Certain keys are weaker than others. They
are regenerated if found (Caesar keys 0
and 25 do not encrypt).

Key Verification
Key
Management

Key Storage
If keys are stored in clear
text, they can be sent as
hashes. If they are stored as
hashes, they must be sent in
clear text.

Key Revocation and Destruction
Revocation notifies all interested parties that a
certain key has been compromised and should
no longer be used.
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Key space
DES Key

Keyspace

# of Possible Keys

256

56-bit

11111111 11111111 11111111
11111111 11111111 11111111 11111111

72,000,000,000,000,000
Twice as
much time

57

2

57-bit

11111111 11111111 11111111
11111111 11111111 11111111 11111111 1

144,000,000,000,000,000

Four time as
much time

258

58-bit

11111111 11111111 11111111
11111111 11111111 11111111 11111111 11

288,000,000,000,000,000
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59-bit

11111111 11111111 11111111
11111111 11111111 11111111 11111111 111

60-bit

11111111 11111111 11111111
11111111 11111111 11111111 11111111 1111

576,000,000,000,000,000

With 60-bit DES
an attacker would
require sixteen
more time than
56-bit DES
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1,152,000,000,000,000,000

For each bit added to the DES key, the attacker would require twice the amount of time to
search the keyspace.
Longer keys are more secure but are also more resource intensive and can affect throughput.
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Types of keys
Symmetric
Key

Asymmetric
Key

Digital
Signature

Hash

80

1248

160

160

Protection up
to 10 years

96

1776

192

192

Protection up
to 20 years

112

2432

224

224

Protection up
to 30 years

128

3248

256

256

Protection against
quantum computers

256

15424

512

512

Protection up
to 3 years

 Calculations are based on the fact that computing power will continue to grow at its
present rate and the ability to perform brute-force attacks will grow at the same rate.
 Note the comparatively short symmetric key lengths illustrating that symmetric
algorithms are the strongest type of algorithm.
44

