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What this lecture is about:

Some more ACL types






Dynamic ACLs
Time-based ACLs

Troubleshooting





ACL misconfiguration

Cisco IOS Firewall
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ACLs, season one – The beginnings
Quick recap!
What you’ve learned so far:







By the process of decision, ACLs are:






By the way they are created:






Numbered (1-99 and 100-199: remember these!)
Named: use a meaningful name

You know you can filter certain TCP packets (“established”,
“ack”, “fin”…)
And you’ve learned about reflexive ACLs
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Standard (filter only the source IP address)
Extended (filter source, destination, protocols…)

They allow replies for internally initiated connections

ACLs, season two – The revenge of ACLs


But there’s more!



We also have:


Dynamic ACLs (or lock-and-key ACLs)




You’ll see who’s the lock and who’s the key.

Time-based ACLs


Because it was “about time” you knew about these too…

We’re going to talk about these in the first part of this
lecture.
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Dynamic ACLs
They’re so dynamic, they’ll drive you crazy
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Dynamic ACLs
Also known as lock-and-key ACLs
Can only be used for IP traffic only and have some
requirements:
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Telnet connectivity
Some form of authentication (local or not)
Extended ACLs

Dynamic ACL behaviour


What’s so dynamic about them?



Initially, an extended ACL blocks all traffic to the router,
except for Telnet connections.
To traverse the router, a user must first use Telnet and
authenticate successfully.
If successful, a single entry dynamic ACL entry is added to
the existing extended ACL.
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The Telnet connection is dropped
The dynamic entry can permit anything you want
The dynamic entry has a limited “lifetime”

Dynamic ACL behaviour example
Local
Username
Database

or
AAA server

Authenticate
user

2

Internet
Router
Remote host
Add user’s
ACL entry

3

Allow telnet to router
Deny everything else

Allow telnet to router
Dynamic entry: allow authenticated user
Deny everything else
9

1

Telnet to router

4

Access internal resources

Dynamic ACLs from a security point of view


Dynamic ACLs offer several security benefits:



Rely on user authentication.
Reduce router processing for ACLs.





Less exposed network for attackers.
Can create dynamic access for users through a firewall.
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By default, everything except Telnet is denied.

Without permanently “punching a hole” in the firewall.

Can work with SSH connections instead of Telnet.
Simplify and secure management tasks for larger networks.

Steps for defining dynamic ACLs


Create the authentication method




Local (user database)
External AAA server
Line password




Create the extended ACL





Can be numbered or named
Must have a statement that permits Telnet and/or SSH
Must have only one dynamic entry




normally not used because all users would have the same password…

This entry becomes active only after user authentication

Enable the dynamic authentication method
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On the vty lines

Dynamic ACLs scenario
R1
192.168.10.0/24
10.2.2.2/30
Server

10.2.2.0/30

192.168.30.1/24
R2

192.168.30.0/24

The PC uses Telnet to
connect to R2 and
authenticate

Within a given time allowance,
the PC is granted access to all
server services through R2
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192.168.30.10/24

Dynamic ACLs example configuration


Defining a username:
R2(config)#username student secret b33r



Creating the ACL:
R2(config)#access-list 120 permit tcp any host 10.2.2.2 eq telnet
R2(config)#access-list 120 dynamic MY_LIST timeout 10 permit ip
192.168.10.0 0.0.0.255 192.168.30.0 0.0.0.255



Applying the ACL:
R2(config)#int fast0/0
R2(config-if)#ip access-group 120 in



Instruct the line to activate the dynamic entriy upon login
R2(config)#line vty 0 4
R2(config-line)#login local
R2(config-line)#autocommand access-enable host timeout 5
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ACL creation explained


Creating the ACL:
R2(config)#access-list 120 permit tcp any host 10.2.2.2 eq telnet
R2(config)#access-list 120 dynamic MY_LIST timeout 10 permit ip
192.168.10.0 0.0.0.255 192.168.30.0 0.0.0.255




The first entry only allows telnet connections to the
router’s interface.
The second entry is inactive until a successful Telnet
authentication is completed



It will then allow all traffic coming from the server and going to
the LAN.
… for a limited time: after 10 minutes (“timeout 10”) the
dynamic entry is deactivated.
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It doesn’t matter whether there’s still traffic flowing or not.

The name is not relevant at this time.

ACL creation explained - activating


Instruct the line to activate the dynamic entry upon login
R2(config)#line vty 0 4

R2(config-line)#login local
R2(config-line)#autocommand access-enable host timeout 5





“autocommand” tells the router to execute a privileged-level
command after each login
The “access-enable” command activates the dynamic entry in
the dynamic ACL.
The timeout in this command is the “idle” timeout





If the connection has been idle for 5 minutes, the dynamic entry is
deactivated.
The timeout in the dynamic entry is the “global” timeout.

“host” will enable the dynamic entry only for the connecting
host, not its entire subnet
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A little hint





Right after authenticating using Telnet, the connection is
dropped.
If you intended to access the CLI, you’ll probably use
Telnet again.
If the global timeout value is too short for you, you can
use the following command to add another 6 minutes to
the timeout value:
R2(config)#access-list dynamic-extended





It will only work if the dynamic ACL entry hasn’t expired
yet.
And only once.
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Dynamic ACL summary






Dynamic entries are introduced in normal ACLs
They are inactive by default
They are activated by a successful Telnet or SSH login
They don’t last long…
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Time-based ACLs
Not even services work 24/7…
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Time-based ACLs




Have the same functionality as extended ACLs
Can also control access based on time







“no access to company servers outside the working hours”
“employee access to messenger service only during lunch”
“eu.logon.worldofwarcraft.com” only on weekends 

Can provide a more secure access to resources
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Allowing a certain type of traffic indefinitely might not be
desirable.
Network overview: time-based ACLs can log traffic only at
certain times of the day.

Configuring time-based ACLs


First, a “time range” object must be created globally.



Example – absolute time range:
R1(config)#time-range MYTIME
R1(config-time-range)#absolute start 08:00 27 November 2009
end 20:00 28 November 2009



Example – periodic time range:
R1(config)#time-range PERIODIC
R1(config-time-range)#periodic daily 09:30 to 12:00
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Absolute and periodic events


Absolute events take place only once




They last for the entire duration on the timespan

Periodic events can repeat every (keyword list):
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Monday, Tuesday, Wednesday, …
Daily
Weekdays
Weekend

Using time ranges with ACLs


Using the “time-range” keyword”
R1(config)#access-list 101 permit tcp any host 192.168.1.1 eq www
time-range MYTIME



The ACL can then be applied to any interface
The “time-range” entries are only checked during their
respective time intervals.



Extended ranges for absolute entries:








Omititng the start time will default to the current time
Omitting the end time will default to 23:59 on 31st of Dec, 2035

Don’t forget to set the clock right!
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Remember NTP!

Debugging access lists


Use the “show access-lists” command to view all
configured ACLs on the router or a specific ACL:


Non-applied ACLs are also displayed

Router#

show access-list MyACL

Extended IP access list MyACL
10 permit tcp host 21.35.80.22 eq telnet host 21.23.77.101
20 permit tcp host 21.35.80.25 eq 16100 host 21.23.77.101 (149407 matches)
30 permit tcp host 21.35.80.25 eq 17600 host 21.23.77.101 (80592 matches)
40 permit tcp host 21.35.80.27 eq 10701 host 21.23.77.101 (26008 matches)



The number of matched packets is also displayed for each
entry.
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Matches include permitted and denied packets.

Number of matches


Analyze the number of matches per entry in order to:


Determine whether the traffic flows as expected




Determine whether the ACL entries are in the correct order








Higher numbers should be at the beginning of the ACL
Stepping through all the entries of an ACL for each packet uses CPU cycles

Security
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Ex: denying TCP after permitting IP has no effect
Ex: permitting a certain service to a subnet after denying all traffic to the
subnet has no effect

Optimize the ACL




Test load balancing

Matches on explicitely denied services or types of packets can indicate attack
attempts.

Real-time traffic
Use “debug” commands to view allowed and dropped
packets:



R1#debug

ip packet

IP packet debugging is on
R1#
Oct 30 09:31:47.668: IP: s=10.2.2.2 (FastEthernet0/0), d=10.1.1.1, len 100, access denied

Oct 30 09:31:47.668: IP: s=10.1.1.1 (local), d=10.2.2.2 (FastEthernet0/0), len 56, sending
Oct 30 09:31:49.668: IP: s=10.2.2.2 (FastEthernet0/0), d=10.1.1.1, len 100, access denied
Oct 30 09:31:49.668: IP: tableid=0, s=10.1.1.1 (local), d=10.2.2.2 (FastEthernet0/0), routed via FIB
Oct 30 09:31:49.668: IP: s=10.1.1.1 (local), d=10.2.2.2 (FastEthernet0/0), len 56, sending
Oct 30 09:31:51.668: IP: s=10.2.2.2 (FastEthernet0/0), d=10.1.1.1, len 100, access denied
Oct 30 09:31:51.668: IP: s=10.1.1.1 (local), d=10.2.2.2 (FastEthernet0/0), len 56, sending
Oct 30 09:31:57.996: IP: s=10.2.2.2 (FastEthernet0/0), d=10.1.1.1 (FastEthernet0/0), len 44, rcvd 3



Displayed packets can also be filtered using an access list:
R1#debug ip packet ?
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<1-199>

Access list

<1300-2699>

Access list (expanded range)

detail

Print more debugging detail

Mitigating Attacks With ACLs
Just when you thought the ACLs were over…
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Prevent address spoofing


You should not allow inbound packets having a source IP
address from inside your private network



Generally, the following addresses should not be allowed:




Any local host address (127.0.0.8/8)
Any private addresses (RFC 1918 – specific)
Any addresses from the IP multicast range (224.0.0.0/4)
S:192.168.12.23 D: 192.168.12.1
Let me through, i’m from your
network!
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192.168.12.1
Server

Example ACL


Example general anti-spoofing configuration:
R2(config-std-nacl)#do sh access-list NO_SPOOF
Standard IP access list NO_SPOOF
10 deny
127.0.0.0, wildcard bits 0.255.255.255
20 deny
10.0.0.0, wildcard bits 0.255.255.255
30 deny
172.16.0.0, wildcard bits 0.15.255.255
40 deny
192.168.0.0, wildcard bits 0.0.255.255
50 deny
224.0.0.0, wildcard bits 15.25.255.255



Also, packets coming from inside the network with a
source address other than one from your own subnets
should not be allowed.
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Mitigating DoS Smurf attacks


Do you remember what a smurf attack was?



Smurf attack: sending a spoofed ping request to the
broadcast address of a subnet.





All hosts reply with an echo-request
The network can become saturated

The “evil” way:
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The attacker also spoofs the source IP address of the ping
packets
A victim’s real IP address is used
All replies go back to one single victim
The network acts as an amplifier for the attack

Mitigating DoS Smurf Attacks


Disable directed broadcasts on a per-interface basis:
R2(config)#int fastEthernet 0/0
R2(config-if)#no ip directed-broadcast



Starting with IOS version 12.0, this is the default setting.
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Preventing TCP attacks





A device maintains the state of every active TCP
connection.
A TCP SYN flood overwhelms the device’s operating
system by opening a large number of TCP sessions
without closing them.
You’ve learned about a way to prevent this. How?


Answer: Use an extended ACL to block SYN TCP packets from
the outside.
R2(config-ext-nacl)#deny tcp any 192.168.2.0 0.0.0.255 syn



Another way: using TCP Intercept
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…AND access lists 

TCP Intercept



Helps prevent SYN-flooding attacks by intercepting and
validating TCP connection requests.
Intercepts TCP SYN connections from clients to servers on
according to an extended ACL.






Establishes a connection to the client, on behalf of the server
Establishes a connection to the server, on behalf of the client
Connection attempts from unreachable clients will not reach
the servers – it would fail the first attempt

If illegitimate requests are detected, actions are taken:
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Half-open connections are closed are closed after a threshold
A timeout timer is started for all sessions

Example TCP Intercept Configuration


Define an aceess list to identify connections to be
intercepted:
ip access-list extended TCP_INTER
permit tcp any host 192.168.1.1 eq www
permit tcp any host 192.168.1.1 eq smtp
permit tcp any host 192.168.1.1 eq pop3



Configure TCP Intercept parameters:
ip
ip
ip
ip
ip
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tcp
tcp
tcp
tcp
tcp

intercept
intercept
intercept
intercept
intercept

list TCP_INTER
connection-timeout 1800
max-incomplete low 1000
max-incomplete high 1500
drop-mode oldest
Drop oldest or
random connections

TCP Intercept behaviour
4
5

2

SYN+ACK

6

Server

1

SYN

SYN+ACK

3

ACK

SYN

ACK

Bound connection
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1 – 3: Session establishment between client and router
4 – 6: Session establishment between router and server
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