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Traffic filtering

 Analyze the contents of a packet

 Allow of block the packet

 Make a decision based on MAC or IP addresses, protocols 
or application type
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Devices providing traffic filtering

 Firewalls built into dedicated routers

 Dedicated security appliances

 Servers
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Traffic filtering example

 Packets coming from network A or network B.
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What is an access list?

 A sequential list of instructions.

 These instructions tell the router which packets to 
SELECT.

 If you now a little bit about access lists, you might say:

 “Why select? Access lists permit or deny traffic!”

 If you know a little more about access lists, you won’t 
comment anything 
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So what does an access list do?

 An access control list (ACL) selects traffic based on 
specific parameters.

 The effect of the ACL is dictated by the way it is used.

 For example:

 If applied to an interface, an ACL specifies which traffic is 
permitted or denied.

 If applied to a vty, an ACL specifies who can Telnet to a router.

 If used with a firewall, it specifies which traffic will be 
inspected.

 If used with a VPN tunnel, it specifies which is the “interesting 
traffic” that will get encrypted in the tunnel.

 In QoS implementations, ACLs are used to select priority traffic
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The downside?

 More processing means increased latency over the 
network.

 The router has to check every packet against the 
corresponding ACL on the interface

 Higher load on the router’s processor

 Less processing time available for other services and for 
routing itself.
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ACL scenario example
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General stuff about ACLs

 All the entries in an ACL share the same syntax.

 The ACL is always read from top to bottom

 So the order of its statements is important

 Packets are checked against all statements until a match is 
found.

 As soon as a packet matches a statement, all subsequent 
statements will not be checked any more.

 The matched statement says “permit” or “deny”

 There is an implicit “deny any” statement at the end of 
each ACL.

 If a packet does not match any ACL entries, it is automatically 
dropped.
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ACL decision process (inbound interface)
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Router behaviour with ACLs

1. Frame arrives on router’s interface

2. Check if the layer 2 address matches [otherwise drop]

3. Is there an ACL on the interface? [if not, skip this step]

1. If yes, is there a match on inbound the ACL?

2. If permitted, is the packet destined to the router itself?

3. If not, should the packet be forwarded to another interface?

4. If yes, is there an ACL on the outbound interface? [if not, 
simply forward]

1. If yes, in there a match on the outbound ACL?

2. If it is permitted, send it to the next device.
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Filtering traffic with ACLs

 First of all, create the ACL.

 ACLs are stored in the router’s configuration file.

 Apply the ACL to a router interface in order to make it 
filter pakets.

 Packets that match a “permit” statement will be processed by 
the router.

 Packets that match a “deny” statement will be discarded.

 ACLs DO NOT filter traffic originated within the router 
itself (pings, traceroutes, telnets…)
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How many ACLs?

 You can have ONE ACL for EVERY:

 Interface (Serial, FastEthenet etc)

 Direction (in/out)

 Routed protocol to be filtered (IP, AppleTalk, IPX)
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Basic ACL types

 Numbered ACLs are identified by a number

 Standard

 Extended

 Named ACLs (recommended) are identified by a character 
string

 Standard

 Extended
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Standard ACLs

 Standard ACLs allow you to permit or deny traffic from 
certain source IP addresses.

 The destination or the port numbers are not involved.

 Example of a standard ACL:
R1(config)#access-list 1 permit 192.168.2.0 0.0.0.255  

R1(config)#access-list 1 permit host 192.168.100.1 

 This access list will allow traffic for the entire 
192.168.2.0/24 network AND for the 192.168.100.1 host.

 All other traffic will be denied. Why?
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Analyzing the example

 Example of a standard ACL:
R1(config)#access-list 1 permit 192.168.2.0 0.0.0.255  

R1(config)#access-list 1 permit host 192.168.100.1 

 Each “access-list” command adds another entry.

 The general syntax for defining a standard ACL is:
 access-list number permit/deny source_address wildcard_mask

 Entries with the same number belong to the same ACL

 Statements are stored in the ACL in the order they are 
entered.

 Allowed numbers for standard ACLs:

 1-99

 1300-1999
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Wildcard masks

 In ACLs, source addresses are defined using a subnet address 
and a wildcard mask.

 The wildcard mask tells the router how much of the packet’s 
source IP addresses needs to match.

 Wildcard mask bits mean:

 1: don’t care

 0: match

 For example, to match all packets coming from the network 
172.16.12.0/24, you can use the following statement:

R1(config)#access-list 5 permit 172.16.12.0 0.0.0.255

 Unlike network masks, wildcard bits can be discontinuous.

 For example, a wildcard mask of 0.7.128.0 is allowed.
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Wildcard mask example
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Wildcard mask keywords

 The “host” and “any” keywords facilitate entering the 
wildcard masks for hosts and networks.

 The “host” option substitutes for the “0.0.0.0” mask. This 
mask states that all IP address bits must match, so only 
one host can match.

 The “any” option substitutes for the IP address and the 
255.255.255.255 mask. The mask says to ignore the entire 
IP address, so any source address will match.
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Wildcard mask keywords examples

 Example 1:
access-list 10 permit 192.168.10.10 0.0.0.0

 Is equivalent to
access-list 10 permit host 192.168.10.10

 Example 2:
access-list 20 permit 0.0.0.0 255.255.255.255

 Is equivalent to
access-list 20 permit any

20



Ranges with wildcard masks (1)
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172.30.16.0   10101100 . 00011110 . 00010000 . 00000000

0.0.15.255    00000000 . 00000000 . 00001111 . 11111111

-----------------------------------------

172.30.16.0   10101100 . 00011110 . 00010000 . 00000000

172.30.16.1   10101100 . 00011110 . 00010000 . 00000001

through . . .

172.30.31.254 10101100 . 00011110 . 00011111 . 11111110

172.30.31.255 10101100 . 00011110 . 00011111 . 11111115

Match subnets 172.30.16.0 to 172.30.31.0 

access-list 20 permit 172.30.16.0 0.0.15.255

Must match



Ranges with wildcard masks (2)
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Any Value

172.30.16.0   10101100 . 00011110 . 00010000 . 00000000

0.0.15.255    00000000 . 00000000 . 00001111 . 11111111

-----------------------------------------

172.30.16.0   10101100 . 00011110 . 00010000 . 00000000

172.30.16.1   10101100 . 00011110 . 00010000 . 00000001

through . . .

172.30.31.254 10101100 . 00011110 . 00011111 . 11111110

172.30.31.255 10101100 . 00011110 . 00011111 . 11111115

Match subnets 172.30.16.0 to 172.30.31.0 

access-list 20 permit 172.30.16.0 0.0.15.255



Ranges with wildcard masks (3)
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Match subnets 172.30.16.0 to 172.30.31.0 

access-list 20 permit 172.30.16.0 0.0.15.255

172.30.16.0   10101100 . 00011110 . 00010000 . 00000000

0.0.15.255    00000000 . 00000000 . 00001111 . 11111111

-----------------------------------------

172.30.16.0   10101100 . 00011110 . 00010000 . 00000000

172.30.16.1   10101100 . 00011110 . 00010000 . 00000001

through . . .

172.30.31.254 10101100 . 00011110 . 00011111 . 11111110

172.30.31.255 10101100 . 00011110 . 00011111 . 11111111

Any ValueMust match



Extended ACLs

 Can filter packets based on source IP address, but also on:

 Destination IP address

 Source and destination port numbers

 Protocol type

 …and other “special” features, like established TCP 
connections, time of day, etc.

 Allowed numbers:

 100-199

 2000-2699

 They work just like standard ACLs (decision process, 
sequence, deny any at the end)
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Extended ACL syntax (1)

 Access-list-number: Identifies the ACL

 Protocol: Name or number of an Internet protocol. Keywords 
include icmp, ip, tcp, udp. To match any Internet protocol (including 
icmp, tcp and udp) use ip.

 Source: Number of the network or host from which the packet is 
sent.

 Source-wildcard: Wildcard bits applied to the source.
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Extended ACL syntax (2)

 Destination: Number of the network or host to which the packet is sent.

 Destination-wildcard: Wildcard bits applied to the destination.

 Operator (optional): Compares source or destination ports. Keywords 
include gt (greater than), lt (less than), eq (equal to), neq (not equal to) 
and range.

 Port (optional): The decimal name or number of a TCP or UDP port.

 Established (optional): For TCP only, indicates an already established TCP 
connection.
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Extended ACLs example

R1(config)#access-list 101 deny tcp 192.168.11.0 0.0.0.255 

192.168.10.0 0.0.0.255 eq 21

R1(config)#access-list 101 deny tcp 192.168.11.0 0.0.0.255 

192.168.10.0 0.0.0.255 eq 22

R1(config)#access-list 101 permit ip any any
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 Purpose: to deny all FTP 
traffic from PC2’s network 
to PC1’s network.



Using keywords

 Extended ACLs support the same keywords as the 
standard ones.

 You can use “host” and “any” when appropriate.

 Extended ACLs can also be created using keywords 
instead of port numbers.

 Examples:

R1(config)#access-list 111 permit tcp 192.168.1.0 0.0.0.255 any eq telnet

R1(config)#access-list 111 permit tcp 192.168.1.0 0.0.0.255 any eq ftp

R1(config)#access-list 111 permit tcp 192.168.1.0 0.0.0.255 any eq ftp-data
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Applying ACLs to interfaces

 An ACL can be applied to an interface on the inbound or 
the oubound direction.

 ACLs are applied at interface configuration level.

 One command for both standard and extended ACLs:
R1(config-if)#ip access-group 50 in

R1(config-if)#ip access-group 101 out

 Standard ACLs should be placed as close as possible to:

 Answer: the destination

 Extended ACLs should be placed as close as possible to:

 Answer: the source
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Extended ACLs entries

 Layer 3 and layer 4 data from each packet is used in order 
to match an extended access list entry.

 All fields must match for the packet to match an entry.
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Protecting VTY access

 Access lists can be placed on VTY lines as well.

 Use “access-class” instead of “acces-group”:
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Named ACLs

 A descriptive name replaces the number range used to 
identify the access list.

 Use the “ip access-list” initial command to enter NACL 
configuration mode.

 Start suceeding statements with permit or deny, followed 
by the required conditions.

 Apply in the same way as 

 numbered ACLs.
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Named ACL example

 Named ACLs must specify the “standard” or “extended” 
keywords in the initial command:

R1(config)#ip access-list standard STD_NACL  

R1(config-std-nacl)#deny host 10.0.0.1  

R1(config-std-nacl)#deny 192.168.2.0 0.0.0.63

R1(config-std-nacl)#permit any

R1(config-std-nacl)#exit

R1(config)#

 Extended NACL:
R1(config)#ip access-list extended EXT_NACL

R1(config-ext-nacl)#deny tcp host 172.33.15.1 host 

200.17.2.99 eq www

R1(config-ext-nacl)#deny icmp 192.168.12.0 0.0.0.255 any 

R1(config-ext-nacl)#permit ip any any log

R1(config-ext-nacl)#exit

R1(config)#
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Allowing established connections

 Extended ACLs allow the use of “established” keyword.

 These entries match packets with the ACK bit set in a TCP 
stream.

 It doesn’t really check if the connection is established or not.

 An attacker can easily spoof the ACK bit in packets to penetrate this 
access list.

R1(config)# access-list 110 permit tcp any 192.168.0.0 0.0.0.255 

established

 Name an attack that can be prevented with such an 
access list.
 Answer: TCP SYN flood
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More IP and TCP options

 Several other options for filtering TCP packets are 
available with extended access lists:

 ACK bit (similar to “established”)

 SYN, FIN bits

 RST (reset)
R1(config)# access-list 110 permit tcp any 192.168.0.0 

0.0.0.255 ack

R1(config)#access-list 110 permit tcp any any fin

 “fragments” match on non-initial fragments of same packet:
R1(config)#access-list 110 permit ip any any fragments
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QoS filtering

 QoS = Quality of Service

 Extended ACLs can select 
traffic based on DiffServ values

 DiffServ is a newer model for 
classifying IP packets into 
different priority levels, using 
the value in the ToS IP header 
field.

 “newer” than the original RFC
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QoS filtering (2)

 Original ToS bit fields:

 P2,P1,P0: IP Precedence

 T2,T1,T0: Delay(min), Throughput(max), Reliability(max)

 CU: “Currently Unused” 

 New DiffServ bit fields:

 [DS5, DS4, DS3]: Assured Forwarding (AF) class: higher is better

 [DS2, DS1, DS0]: Drop Probability: lower is better (DS0 = 0)

 Notation example: AF31 means Assured Forwarding class 
3, with drop precedence 1.
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QoS filtering (3)

 Using DiffServ or ToS values in extended access lists:
R1(config)#access-list 110 permit ip any any dscp af31

is equivalent to:
R1(config)#access-list 110 permit ip any any dscp 26 

 Because AF31 is [011010] = 26

 Using IP Precedence values:
R1(config)#access-list 110 permit ip any any precedence ?

<0-7>           Precedence value

critical        Match packets with critical precedence (5)

flash           Match packets with flash precedence (3)

flash-override  Match packets with flash override precedence (4)

immediate       Match packets with immediate precedence (2)

internet        Match packets with internetwork control precedence 

(6)

network         Match packets with network control precedence (7)

priority        Match packets with priority precedence (1)

routine         Match packets with routine precedence (0)
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Reflexive ACLs

 Are dynamic access lists

 They create dynamic openings on the untrusted side of a 
router (the “internet” interface)

 Openings are made based on sessions created from the 
trusted side (the interface facing your network)

 Used to permit sessions initiated from the inside network 
and to deny sessions initiated from the Internet.

 Well, that’s what “established” is used for, right?

 No. “established’ only works with TCP, not UDP and ICMP

 Reflexive ACLs can force the reply traffic from the 
destination of a known recent outbound packet to go to 
the source of that packet.
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The world without reflexive ACLs

 To provide “minimal” Interent access for the above network we would normally 
define something like:

ip access-list standard inACL

permit tcp 192.168.1.0 0.0.0.255 any eq 80

permit udp 192.168.1.0 0.0.0.255 any eq 53

permit tcp 192.168.1.0 0.0.0.255 any eq 53

deny ip any any

 And:  ip access-list standard outACL
permit tcp any eq 80 192.168.1.0 0.0.0.255

permit udp any eq 53 192.168.1.0 0.0.0.255

permit tcp any eq 53 192.168.1.0 0.0.0.255

deny ip any any
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The world with reflexive ACLs (1)

 Of course, the above example isn’t nearly sufficient to 
provide Internet access, but it’s just an example!

 With reflexive ACLs, the router examines the outbound 
traffic and once it sees a new connection, it adds a 
temporay ACL entry to allow packets back in:

ip access-list extended outACL

permit ip any any reflect MIRROR

!

ip access-list extended inACL

evaluate MIRROR

!

interface GigabitEthernet2/0

ip access-group outACL out

ip access-group inACL in

!
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The world with reflexive ACLs (2)

 Of course, you also need to define the MIRROR access list
Router#show ip access-lists MIRROR

Reflexive IP access list Mirror

permit tcp host 193.239.22.50 eq www host 192.168.1.100 

eq 1234 (7 matches)
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The world with reflexive ACLs

 The lifetime of a dynamic entry is 5 minutes by default.

 If additional traffic passes over an existing rule, the timer 
is reset again.

 If the router detects a FIN or RST (session closing), the 
entry is immediately removed.

 The timeout can be changed with:
Router(config)#ip reflexive-list timeout 300
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Limitations of reflexive ACLs

 Do not work with applications that dynamically change 
port numbers during a TCP session.

 FTP in active mode does this.

 Alternatives:

 Use passive-mode FTP (or similar option in your application).

 Use CBAC (Content-Based Access Lists)

 We’ll talk about these in a future course.

44



Verifying ACLs

 The “show access-lists” command:
R1#show access-lists

Standard IP access list 50

20 deny   192.168.13.10

10 permit 192.168.13.20 (85 matches)

Standard IP access list STD_NACL

10 deny   10.0.0.1

20 deny   192.168.2.0, wildcard bits 0.0.0.63

30 permit any

Extended IP access list 101

10 permit ip any any

Extended IP access list EXT_NACL

10 deny tcp host 172.33.15.1 host 200.17.2.99 eq www

20 deny icmp 192.168.12.0 0.0.0.255 any

30 permit ip any any log
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Editing ACLs

 Numbered ACLs (both standard and extended) cannot be 
edited.

 All subsequent statements are added to the bottom of the 
ACL.

 To modify an ACL, you need to paste it in a text file, delete it 
from the router, modify it in the text editor and paste it back in 
the configuration.

 Named ACLs CAN be edited.

 ACL entries are numbered with an increment of 10.

 Precede your statement with the desired index number:
R1(config)#ip access-list standard STD_NACL

R1(config-std-nacl)#5 deny 17.0.0.1
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Resequencing ACLs

 The previous example looks like this:
R1#show access-lists STD_NACL

Standard IP access list STD_NACL

10 deny   10.0.0.1

5 deny   17.0.0.1

20 deny   192.168.2.0, wildcard bits 0.0.0.63

30 permit any

 Statements are still consecutive, don’t worry 

 You can resequence this access list:
R1(config)#ip access-list resequence STD_NACL 20 15

R1#show access-lists STD_NACL

Standard IP access list STD_NACL

20 deny   10.0.0.1

35 deny   17.0.0.1

50 deny   192.168.2.0, wildcard bits 0.0.0.63

65 permit any
47
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Commenting ACLs

 Commenting numbered ACLs:
R1(config)#access-list 50 remark Permit only Gigi's computer through.

R1(config)#access-list 50 permit 192.168.13.20

R1(config)#access-list 50 remark Do not allow the secretary through.

R1(config)#access-list 50 deny 192.168.13.10

 Commenting named ACLs:
R1(config)#ip access-list standard STD_NACL

R1(config-std-nacl)remark This is a standard access list.

R1#show run

ip access-list standard STD_NACL

deny   10.0.0.1

deny   17.0.0.1

deny   192.168.2.0 0.0.0.63

permit any

remark This is a standard access list.
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ACLs best practices

 Start by creating an ACL in a text editor, not directly on 
the router

 And not while it is in use!

 Verify your ACL first in a test environment.

 If you’re having second thoughts, use the “reload in” 
command before applying ACLs, in case you lock yourself 
out of the router:

R1#reload in ?

Delay before reload (mmm or hhh:mm)
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