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}AdvancedFirewallfeatures

}De ce avem nevoie de ApplicationInspection?

Ç Studiu de caz: Active FTP vsPassiveFTP

}ASA
Ç Modular policyframework

Ç Granular connectionsetting

Ç AdvancedApplicationInspection(HTTP, FTP)

Ç Trafficpolicing

}FortiGate
Ç Sessionhelpers

Ç ApplicationControl

Ç Trafficshaping

Ç Fortinetconfigurationconverter

Obiective
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}De ce este nevoie de applicationinspection?

Ç (1) {ŎŜƴŀǊƛƛ ƞƴ ŎŀǊŜ ǎŜ ǊǳƭŜŀȊŇ ŀǇƭƛŎŀǚƛƛ ǇŜ ǇƻǊǘǳǊƛ ƴŜ-standard

} În mod implicit orice firewallƛŘŜƴǘƛŦƛŎŇ ŀǇƭƛŎŀǚƛŀ ŘǳǇŇ ǇƻǊǘǳƭ 
ŘŜǎǘƛƴŀǚƛŜ ǿŜƭƭ-known

}9ȄΥ ŘŀŎŇ I¢¢t ǊǳƭŜŀȊŇ ǇŜ ǇƻǊǘǳƭ улулΣ ƻǊƛŎŜ firewall va face în 
mod implicit drop

ApplicationInspection(1)

192.168.10.10

192.168.10.1 209.100.65.1

141.85.99.10

HTTP: port 8080
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}De ce este nevoie de applicationinspection?

Ç (2) !ǇƭƛŎŀǚƛƛ ŎŜ ŀǳ ƴŜǾƻƛŜ ǎŇ ŘŜǎŎƘƛŘŇ ǇƻǊǘǳǊƛ ƞƴ ƳƻŘ ŘƛƴŀƳƛŎ ǇŜƴǘǊǳ ŀ 
ŦǳƴŎǚƛƻƴŀ

Ç tƻǊǘǳǊƛƭŜ ŘŜǎŎƘƛǎŜ ǎǳƴǘ ƴŜƎƻŎƛŀǘŜ ŘŜ ŀǇƭƛŎŀǚƛŜ ǇŜǎǘŜ Ŏŀƴŀƭǳƭ ŘŜ ŎƻƴǘǊƻƭ

Ç 9ȄŜƳǇƭǳΥ !ŎǘƛǾŜ C¢tΣ ŀǇƭƛŎŀǚƛƛ ƳǳƭǘƛƳŜŘƛŀΣ VoIP

}Studiu de caz:

Ç Active FTP vs. Pasive FTP

ApplicationInspection(2)
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} мΦ /ƭƛŜƴǘǳƭ ƛƴƛǚƛŀȊŇ ƻ ŎƻƴŜȄƛǳƴŜ ŎŇǘǊŜ ǇƻǊtǳƭ нм ŀƭ ǎŜǊǾŜǊǳƭǳƛ ŘŜ ǇŜ ǳƴ ǇƻǊǘ ǎǳǊǎŇ bΣ 
ales random> 1024.

} нΦ {ŜǊǾŜǊǳƭ ǊŇǎǇǳƴŘŜ Ŏǳ !/Y ŘŜ ǇŜ ǇƻǊǘǳƭ ǎǳǊǎŇ нм ŎŇǘǊŜ ǇƻǊǘǳƭ b ŀƭ ŎƭƛŜƴǘǳƭǳƛΦ

} оΦ /ƭƛŜƴǘ ǘǊŀƴǎƳƛǘŜ ŎƻƳŀƴŘŀ άPORT N+1έ ǇŜǎǘŜ Ŏŀƴŀƭǳƭ ŘŜ ŎƻƴǘǊƻƭ Ǔƛ ƞǓƛ ŘŜǎŎƘƛŘŜ 
portul N+1. Comanda PORT indica serverului care este portul clientului deschis 
pentru a primi date.

} пΦ {ŜǊǾŜǊǳƭ ƞƴŎŜŀǊŎŇ ǎŇ ǊŜŀƭƛȊŜȊŜ ƻ ŎƻƴŜȄƛǳƴŜ ŘŜ ǇŜ ǇƻǊǘǳƭ нл ŎŇǘǊŜ ǇƻǊǘǳƭ bҌм ŀƭ 
clientului.

} 5. Firewall-ul ōƭƻŎƘŜŀȊŇ ŎƻƴŜȄƛǳƴŜŀ п Řƛƴ ŎŀǳȊŇ ŎŇ ƴǳ ƎŇǎŜǓǘŜ ƻōƛŜŎǘǳƭ ŘŜ ǎǘŀǊŜΦ

Active FTP 

Client Server
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N
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} мΦ /ƭƛŜƴǘǳƭ ƛƴƛǚƛŀȊŇ ƻ ŎƻƴŜȄƛǳƴŜ ŎŇǘǊŜ ǇƻǊǳƭ нм ŀƭ ǎŜǊǾŜǊǳƭǳƛ ŘŜ ǇŜ ǳƴ ǇƻǊǘ ǎǳǊǎŇ bΣ 
ales random> 1024. Clientul deschide portul N+1 pentru date. 

} нΦ {ŜǊǾŜǊǳƭ ǊŇǎǇǳƴŘŜ Ŏǳ !/Y ŘŜ ǇŜ ǇƻǊǘǳƭ ǎǳǊǎŇ нм ŎŇǘǊŜ ǇƻǊǘǳƭ b ŀƭ ŎƭƛŜƴǘǳƭǳƛΦ

} 3. Clientul trimite comanda PASVŎŇǘǊŜ ǎŜǊǾŜǊΦ

} пΦ {ŜǊǾŜǊǳƭ ƞǓƛ ŘŜǎŎƘƛŘŜ ǳƴ ǇƻǊǘ ·όrandomύ Ҕмлнп ǇŜƴǘǊǳ ŎƻƴŜȄƛǳƴŜŀ ŘŜ ŘŀǘŜ Ǔƛ 
trimite clientului comanda Port X.

} рΦ /ƭƛŜƴǘǳƭ ƛƴƛǚƛŀȊŇ ŎƻƴŜȄƛǳƴŜŀ ŘŜ ŘŀǘŜ ŘŜ ǇŜ ǇƻǊǘǳƭ bҌм ŎŇǘǊŜ ǇƻǊǘǳƭ · ŀƭ ǎŜǊǾŜǊǳƭǳƛΦ 

PassiveFTP 

Client Server

N+1
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N
Cmd
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}Concluzii:

Ç !ŎǘƛǾŜ C¢t ƴǳ ŦǳƴŎǚƛƻƴŜŀȊŇ ŘŀŎŇ ŎƭƛŜƴǘǳƭ ŜǎǘŜ ƞƴ ǎǇŀǘŜƭŜ ǳƴǳƛ firewall

ü5ƛƴ ŎŀǳȊŀ ƛƴǎǇŜŎǚƛŜƛ stateful

ü Din cauza NAT

Ç PassiveC¢t ŀǊ ǘǊŜōǳƛ ǎŇ ŦǳƴŎǚƛƻƴŜȊŜ ƳŜǊŜǳ 

ü/Ŝƭ Ǉǳǚƛƴ ŘŀŎŇ ŀŘƳƛƴƛǎǘǊŀǘƻǊǳƭ ŀ ŎƻƴŦƛƎǳǊŀǘ ǎŜǊǾŜǊǳƭ C¢t ƞƴ 5a½ ό ŜΦƎΦ 
configurat politici de acces din exterior)

}5Ŝ ŎŜ ŘƻǊƛƳ ǎŇ ŦƻƭƻǎƛƳ !ŎǘƛǾŜ C¢tΚ

Ç tŜƴǘǊǳ ŎŇ ŘŜǎŎƘƛŘŜ Ƴŀƛ Ǉǳǚƛƴƛ ǎƻŎƪŜǚƛpe server: 
http://www.faqs.org/rfcs/rfc1579.html

}Cu ajutorul ApplicationInspection:

Ç Firewall-ul poate citi comenzile trimise pe canalul de control FTP

Ç Când firewall-ul vede comanda PORT N, deschide portul N+1 pentru IP-
ǳƭ ǎŜǊǾŜǊǳƭǳƛΣ Ŏŀ ŀŎŜǎǘŀ ǎŇ ǇƻŀǘŇ ŎƻƴǘŀŎǘŀ ŎƭƛŜƴǘǳƭ ƞƴ !ŎǘƛǾŜ C¢t

Active FTP vsPassiveFTP

http://www.faqs.org/rfcs/rfc1579.html
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}De ce este nevoie de applicationinspection?

Ç (3)!ǇƭƛŎŀǚƛƛ ŎŀǊŜ ŦŀŎ embedƭŀ ŀŘǊŜǎŜ Lt ƞƴ Ŏŀƴŀƭǳƭ ŘŜ ŎƻƴǘǊƻƭ Ǔƛ ƛƴǘǊŇ ƞƴ 
conflict cu NAT

Ç !ŘǊŜǎŀ Lt ŘŜ ƭŀ ƴƛǾŜƭǳƭ о όǘǊŜŎǳǘŇ ǇǊƛƴ b!¢ύ ƴǳ ŎƻƛƴŎƛŘŜ Ŏǳ ŀŘǊŜǎŀ ǇǊƛƳƛǘŇ 
ƭŀ ƴƛǾŜƭ ŀǇƭƛŎŀǚƛŜ

Ç !ǇƭƛŎŀǚƛŀ ƞƴŎŜŀǊŎŇ ǎŇ ŘŜǎŎƘƛŘŇ ǎƻŎƪŜǚƛŎŇǘǊŜ ŀŘǊŜǎŀ Lt ǇǊƛǾŀǘŇ Ǔƛ ƴǳ 
ǊŜǳǓŜǓǘŜ

}ApplicationInspectionto the rescue!

Ç Firewall-ul ƛƴǎǇŜŎǘŜŀȊŇ Lt-ǳƭ Řƛƴ Ŏŀƴŀƭǳƭ ŘŜ ŎƻƴǘǊƻƭ Ǔƛ

ƞƭ ƞƴƭƻŎǳƛŜǓǘŜ Ŏǳ ŎŜƭ Řƛƴ ǘŀōŜƭŀ xlate

ApplicationInspection(3)
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}Conform rate 

Ç wŀǘŀ ŘŜ ǘǊŀŦƛŎ ƭŀ ŎŀǊŜ ǎŜ ŀǓǘŜŀǇǘŇ ǎŇ ǎŜ ǘǊŀƴǎƳƛǘŜ ǘǊŀŦƛŎ ǇǊƛƴǘǊ-ƻ ƛƴǘŜǊŦŀǚŇΣ 
într-ƻ ŀƴǳƳƛǘŇ ŘƛǊŜŎǚƛŜ ŎƻƴŦƻǊƳ SLA-ului

}Exceedingrate
Ç wŀǘŀ ŘŜ ǘǊŀŦƛŎ ǇŜǎǘŜ ŎŀǊŜ  ǎŜ ŎƻƴǎƛŘŜǊŇ ŎŇ ǘǊŀŦƛŎǳƭ ƴǳ Ƴŀƛ ŜǎǘŜ ƞƴ 

conformitate cu SLA-ulǎŀǳ ǇƻŀǘŜ ŎƻƴƎŜǎǘƛƻƴŀ ƛƴǘŜǊŦŀǚŀ

}¢{ Ǔƛ ¢t ǎǳƴǘ ǘŜƘƴƛŎƛ ŘŜ ŀ ǘǊŀǘŀ ǘǊŀŦƛŎ ŎŜ ŘŜǇŇǓŜǓǘŜ ǳƴŀ ŘƛƴǘǊŜ 
ŎŜƭŜ ŘƻǳŇ ƭƛƳƛǘŜ ŘŜ Ƴŀƛ ǎǳǎ

}TrafficςshapingŀƭƻŎŇ bufereinterne în RAM pentru a stoca 
ǘǊŀŦƛŎǳƭ ƞƴ ŜȄŎŜǎ Ǔƛ ŀ ƞƭ tramsmitemai târziu

}Traffic-policingpoate:

Ç Face drop traficului în exces

Ç Re-ƳŀǊŎŀ ǘǊŀŦƛŎǳƭ Ŏǳ ƻ ǇǊƛƻǊƛǘŀǘŜ Ƴŀƛ ƳƛŎŇ ƭŀ ƴƛǾŜƭ н ǎŀǳ о

TrafficshapingvsTrafficpolicing
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Howit works

} aŀƧƻǊƛǘŀǘŜŀ ƛƳǇƭŜƳŜƴǘŇǊƛƭƻǊ ŦƻƭƻǎŜǎŎ token-uri
Ǔƛ ǳƴ token-bucket

} Un tokenǊŜǇǊŜȊƛƴǘŇ  ǇŜǊƳƛǎƛǳƴŜŀ ŘŜ ŀ ǇǳǘŜŀ 
ǘǊƛƳƛǘŜ ǳƴ ƴǳƳŇǊ ŘŜ · ōƛǚƛ ƞƴ ǊŜǚŜŀ

} Token-bucket-ulƎǊǳǇŜŀȊŇ token-urile firewall-
uluiǓƛ ŘŜŦƛƴŜǓǘŜ ŘŜ ŦŀǇǘ ŎƻƴŦƻǊƳ ǊŀǘŜ-ǳƭ Ǔƛ 
excess-rate-ul ŦǳƴŎǚƛŜ ŘŜ ƴǳƳŇǊǳƭ ŘŜ token-uri

} Cândǳƴ ǇŀŎƘŜǘ ǘǊŜōǳƛŜ ǘǊƛƳƛǎ ǎŜ ǾŜǊƛŦƛŎŇ token-
bucket-ulǇŜƴǘǊǳ ŀ ǾŜŘŜŀ ŘŀŎŇ ŜȄƛǎǘŇ ƞƴŘŜŀƧǳƴǎ 
de multe token-uri pentru a îl trimite

} hŘŀǘŇǘǊƛƳƛǎΣ ǇŀŎƘŜǘǳƭ ǎŎƻŀǘŜ ǳƴ ƴǳƳŇǊ ŘŜ 
token-uri din token-bucket

} 5ŀŎŇ ƴǳ Ƴŀƛ ŜȄƛǎǘŇ token-uriΣ ǎŜ ǇƻŀǘŜ ŀǓǘŜǇǘŀ 
ŀŘŇǳƎŀǊŜŀ ƭƻǊ όtraffic shaping) sau se poate face 
dropƭŀ ǇŀŎƘŜǘǳƭ ŎŀǊŜ ŘƻǊŜǓǘŜ token-uri (traffic
policing)

9ȄƛǎǘŇ ƞƴŘŜŀƧǳƴǎ ŘŜ 
multe token-uri

pentru transmiterea 
pachetului?
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} !ǾŜƳ ƻ ǇǳǓŎǳƭƛǚŇ

} Oƴ ŦƛŜŎŀǊŜ Ȋƛ ǇǳǓŎǳƭƛǚŀ ǇǊƛƳŜǓǘŜ мϷ όǊŜǎǳǊǎŜƭŜ ǎƛǎǘŜƳǳƭǳƛύ

} 5ŀŎŇ ǎŜ ŎƻƴǎǳƳŇ мϷκȊƛΣ ŀǘǳƴŎƛ ǎŜ ŎƻƴǎǳƳŇ ƭŀ commitedrateΣ ǇŜƴǘǊǳ ŎŇ ƴǳ 
ǎŜ ŎƻƴǎǳƳŇ Ƴŀƛ Ƴǳƭǘ ŘŜŎŃǘ ǎŜ ŦŀŎŜ

} 5ŀŎŇ ǎŜ ŘƻǊŜǓǘŜ ŎƻƴǎǳƳŀǊŜŀ ŀ оϷ ǇŜ ƻ ƞƴƎƘŜǚŀǘŇΣ ŘŀǊ ƞƴ ǇǳǓŎǳƭƛǘŇŜȄƛǎǘŇ 
ŘƻŀǊ нϷΣ ŜȄƛǎǘŇ н ǇƻǎƛōƛƭƛǘŇǚƛΥ

Ç {Ŝ ŀǓǘŜŀǇǘŇ ƻ Ȋƛ Ƴŀƛ ƞƴǎƻǊƛǘŇ Ǔƛ ǎŜ άōǳŦŦŜǊŜŀȊŇέ ŘƻǊƛƴǚŀ ŘŜ ŀ ŎǳƳǇŇǊŀ ƞƴƎƘŜǚŀǘŇ 
(traffic shaping)

Ç Se face dropƭŀ ŘƻǊƛƴǚŀ ŘŜ ŀ ŎǳƳǇŇǊŀ ƞƴƎƘŜǚŀǘŇ όtraffic policing)

} 5ŀŎŇ ǎŜ ŜŎƻƴƻƳƛǎŜǎŎ ϷΣ ǎŜ ǇƻŀǘŜ ŎǳƳǇŇǊŀ ŎŜǾŀ Ƴŀƛ ǎŎǳƳǇ ƞƴǘǊ-ƻ ŀƴǳƳƛǘŇ 
zi ςexcessrate

{Ň ƞƴŎŜǊŎŇƳ ƻ ŀƴŀƭƻƎƛŜ
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}bǳ ŎƻƴǎǳƳŇ ƳŜƳƻǊƛŜ ǇŜ firewall (nu are nevoie de buffere)

}{Ŝ ǇƻŀǘŜ ŀǇƭƛŎŇ ŀǘŃǘ inboundŎŃǘ Ǔƛ outboundǇŜ ƻ ƛƴǘŜǊŦŀǚŇ

}Produce multe retransmisii TCP 

Ç !Ǌ ǘǊŜōǳƛ Ŧƻƭƻǎƛǘ ǇŜ ƻ ƛƴǘŜǊŦŀǚŇ ŘŜ ǾƛǘŜȊŇ ƳŀǊŜ

}bǳ ǇǊƻŘǳŎŜ ƧƛǘǘŜǊ ǎŀǳ ƭŀǘŜƴǚŇ ǇŀŎƘŜǘŜƭƻǊ ƞƴ ŎƻƴŦƻǊƳ ǊŀǘŜ

}!ŎǚƛǳƴƛƭŜ ǇƻǎƛōƛƭŜ ǎǳƴǘ dropǓƛ re-marcareapachetului

}Un scenariu posibil ar fi:
Ç tŀŎƘŜǘŜƭŜ ǇŜǎǘŜ ŎƻƴŦƻǊƳ ǊŀǘŜ ǎŇ ŦƛŜ ǊŜ-ƳŀǊŎŀǘŜ Ŏǳ ƻ ǇǊƛƻǊƛǘŀǘŜ Ƴŀƛ ƳƛŎŇ

Ç Pachetele peste excessǊŀǘŜ ǎŇ ŦƛŜ dropped

Back to QoSςtraffic policing
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}CƻƭƻǎŜǓǘŜ ƳŜƳƻǊƛŜ ǇŜƴǘǊǳ ŀ ŦŀŎŜ buffering

}bǳ ŎŀǳȊŜŀȊŇ ǊŜǘǊŀƴǎƳƛǘŜǊƛ ¢/t

Ç tƻŀǘŜ Ŧƛ Ŧƻƭƻǎƛǘ ǇŜ ƛƴǘŜǊŦŜǚŜ ŘŜ ǾƛǘŜȊŀ ƳƛŎŇ 

}Se poate aplica decât outbound

}tƻŀǘŜ ŎŀǳȊŀ ƧƛǘǘŜǊ Řƛƴ ŎŀǳȊŀ ƴƻǊƳŀƭƛȊŇǊƛƛ ǘǊŀŦƛŎǳƭǳƛ

}Nu poate re-marca trafic

}Foarte folosit in FrameRelayǳƴŘŜ ǎŜ ǇƻŀǘŜ ŎƻƻǊŘƻƴŀ Ŏǳ ōƛǚƛƛ 
de marcare a congestiei din protocolul WAN

Back to QoSςtraffic shaping
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Trafficshapingvstraffic policing

TrafficRate TrafficRate

Timp Timp

T
ra

fic

T
ra

fic

QoSRate-LimitingStrategies



ASA ïModular Policy Framework
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}Ce este MPF?

Ç ¦ƴ ǎŜǘ ŘŜ ǎǘǊǳŎǘǳǊƛ Ǔƛ ŎƻƳŜƴȊƛ ƞƴ !{! h{ 

Ç ¦ƴ ƳƻŘ ŘŜ ŀ ƎŃƴŘƛ ƭŜƎŇǘǳǊƛƭŜ ŘƛƴǘǊŜ ƳǳƭǘƛǇƭŜ ŎƻƴŎŜǇǘŜ ǘŜƻǊŜǘƛŎŜ Ǔƛ 
aplicarea lor

}/Ŝ ƻŦŜǊŇ atCΚ
Ç tƻǎƛōƛƭƛǘŀǘŜŀ ŘŜ ŀ ŎƻƴŦƛƎǳǊŀ Ǔƛ ŎƻƴǘǊƻƭŀ Ŏǳ ŀŎŜƭŜŀǓƛ ǎǘǊǳŎǘǳǊƛ όŎƻƳŜƴȊƛύΥ

ü ApplicationInspection

ü IPS (AIP-SSM)

ü Anti {virus | spam | spyware} (CSC ςSSM)

ü Setarea limitelor pentru conexiuni

ü Trafficpolicing

Modular PolicyFramework
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}atC ŜǎǘŜ ŘŜŦƛƴƛǘŇ ǇǊƛƴ о ǎǘǊǳŎǘǳǊƛ ŘŜ ōŀȊŇ

Ç Class-map-uri

ü Folosite pentru a identifica traffic-flow prin diferite moduri 

ü9ȄƛǎǘŇ class-mapuriƎŜƴŜǊƛŎŜ ŎŀǊŜ ƛŘŜƴǘƛŦƛŎŇ ƭŀ ƴƛǾŜƭ о Ǔƛ п Ǔƛ class-map-uri de 
inspectieŎŀǊŜ ǊŜŀƭƛȊŜŀȊŇ ƛŘŜƴǘƛŦƛŎŀǊŜ ƭŀ ƴƛǾŜƭ т

Ç Policy-map-uri

üCƻƭƻǎƛǘŜ ǇŜƴǘǊǳ ŀ ŀǎƻŎƛŀ ǳƴŀ ǎŀǳ Ƴŀƛ ƳǳƭǘŜ ŀŎǚƛǳƴƛ ǇŜƴǘǊǳ ǘǊŀŦƛŎǳƭ ƛŘŜƴǘƛŦƛŎŀǘ 
într-un class-map

ü9ȄƛǎǘŇ policy-map-uri ƎŜƴŜǊƛŎŜ ŎŀǊŜ ŀǇƭƛŎŇ ŀŎǚƛǳƴƛƭŜ ǎǘŀƴŘŀǊŘ όinspect, police, 
set connectionetcύ Ǔƛ policy-map-uri ŘŜ ƛƴǎǇŜŎǚƛŜ ŎŜ ŀƴŀƭƛȊŜŀȊŇ ƞƴ ŘŜǘŀƭƛǳ 
ŎŃƳǇǳǊƛƭŜ Ǔƛ ƳŜǎŀƧŜƭŜ ǳƴƻǊ ŀƴǳƳƛǘŜ ǇǊƻǘƻŎƻŀƭŜ ŘŜ ƴƛǾŜƭ ŀǇƭƛŎŀǚƛŜ

Ç Service-policyόŎƻƳŀƴŘŇύ

üCƻƭƻǎƛǘŇ ǇŜƴǘǊǳ ŀ ŀǇƭƛŎŀ policy-map-uri Ǝƭƻōŀƭ ǎŀǳ ǇŜ ŀƴǳƳƛǘŜ ƛƴǘŜǊŦŜǚŜ

MPF ςstructuri de comenzi
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} Class-map
Ç Internet
Ç SE
Ç IP telephony

MPF ςǊŜƭŀǚƛŀ ƞƴǘǊŜ ǎǘǊǳŎǘǳǊƛ

IP telephony

System Enginners

} Policy-map
Ç Inspect
Ç Police
Ç Prioritize

} Service-policy

Ç Outside
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}Definirea unui class-map(L3/L4)

}Comanda matchŜǎǘŜ ŦƻƭƻǎƛǘŇ ǇŜƴǘǊǳ ŀ ƛŘŜƴǘƛŦƛŎŀ ǘǊŀŦƛŎ

MPF ςclass-map

ciscoasa ( config )# class - map identify_by_L3_or_L4

ciscoasa ( config - cmap)# ?

MPF class - map configuration commands:

description  Specify class - map description

exit         Exit from MPF class - map configuration mode

help         Help for MPF class - map configuration commands

match Configure classification criteria

no           Negate or set default values of a command

rename       Rename this class - map
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}5ǳǇŇ ŎŜ ŎǊƛǘŜǊƛƛ ǇƻŀǘŜ ŎƻƳŀƴŘŀ match indetificatrafic?

Ç access-listΥ ŦƻƭƻǎŜǓǘŜ ǳƴ !/[ ǇŜƴǘǊǳ ƛŘŜƴǘƛŦƛŎŀǊŜ

Ç any

Ç dscp: matchpe câmpul ToSconform standardului IETF DSCP

Ç precedent: meci pe câmpul ToSconform standaruluiIP Precedence

Ç tunnel-group: matchpe trafic trimis printr-un tunel. Acest criteriu poate 
Ŧƛ Ŧƻƭƻǎƛǘ ŘƻŀǊ Ŏǳ ŀŎǚƛǳƴƛ ŎŜ ǚƛƴ ŘŜ ǇƻƭƛǘƛŎƛ QoS

Ç flow ip destination-addressΥ ƛŘŜƴǘƛŦƛŎŀǊŜŀ ŀŘǊŜǎŜƛ Lt ŘŜǎǘƛƴŀǚƛŜ ƞƴŇǳƴǘǊǳƭ 
unui tunnel-groupΦ {Ŝ ǇƻŀǘŜ Ŧƻƭƻǎƛ ŘƻŀǊ ƞƳǇǊŜǳƴŇ Ŏǳ tunnel-group. 

Ç portΥ ƛŘŜƴǘƛŦƛŎŇ ǳƴ ǇƻǊǘ ¢/t ǎŀǳ ¦5t

Ç default-inspection-traffic: matchǇŜ ƻ ǎŜǊƛŜ ŘŜ ǇǊƻǘƻŎƻŀƭŜ ŎŜ ǊǳƭŜŀȊŇ 
peste porturile configurate standard

MPF ςclass-map



}22 MSSR

}Un class-mapǎǳǇƻǊǘŇ ƻ ǎƛƴƎǳǊŇ ŎƻƳŀƴŘŇ match

Ç ŜȄŎŜǇǚƛŀ ƻ ǊŜǇǊŜȊƛƴǘŇ ǇŀǊŀƳŜǘǊƛƛ tunnel-groupsi default-inspection-
trafficŎŀǊŜ ƻŦŜǊŇ ǇƻǎƛōƛƭƛǘŀǘŜŀ ŘŜ ŀ Řŀ ƞƴŎŇ ƻ ŎƻƳŀƴŘŇ match

Ç ŎŃƴŘ ŜȄƛǎǘŇ н ŎƻƳŜƴȊƛ match, se face ¡Llogic între ele

} În mod implicit este activat class-map-ul inspection_default

MPF ςclass-map

ciscoasa # sh run

....

class - map inspection_default

match default - inspection - traffic

....
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}/Ŝ ǊŜǇǊŜȊƛƴǘŇ default-inspection-traffic?

MPF ςclass-map

ciscoasa ( config - cmap)# match ?

mpf - class - map mode commands/options:

access - list                 Match an Access List

any                         Match any packet

default - inspection - traffic  Match default inspection traffic:

ctiqbe ---- tcp -- 2748      dns ------- udp -- 53

ftp ------- tcp -- 21        gtp ------- udp -- 2123,3386

h323 - h225 - tcp -- 1720      h323 - ras -- udp -- 1718 - 1719

http ------ tcp -- 80        icmp ------ icmp

ils ------- tcp -- 389       mgcp------ udp -- 2427,2727

netbios --- udp -- 137 - 138   radius - acct --- udp -- 1646

rpc ------- udp -- 111       rsh ------- tcp -- 514

rtsp ------ tcp -- 554       sip ------- tcp -- 5060

sip ------- udp -- 5060      skinny ---- tcp -- 2000

smtp ------ tcp -- 25        sqlnet ---- tcp -- 1521

tftp ------ udp -- 69        waas------ tcp -- 1- 65535
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}Policy-map-ulŘŜǘŜǊƳƛƴŇ ŀŎǚƛǳƴŜŀ ǇŜ ŎŀǊŜ firewall-ul ǎŇ ƻ ƛŀ

}tŀǎǳƭ мΥ ǎŜ ŘŇ ǳƴ ƴǳƳŜ policy-map-ului

}tŀǎǳƭ нΥ ǎŜ ŀǎƻŎƛŀȊŇ ǳƴ class-map

}tŀǎǳƭ оΥ ǎŜ ŀǇƭƛŎŇ ƻ ŀŎǚƛǳƴŜ όǎŀǳ Ƴŀƛ ƳǳƭǘŜ ŀŎǚƛǳƴƛύ ǘǊŀŦƛŎǳƭǳƛ 
identificat

MPF ςpolicy-map

ciscoasa ( config )# policy - map test_policy

ciscoasa ( config - pmap)# class major_protocols

ciscoasa ( config - pmap- c)# inspect ftp

ciscoasa ( config - pmap- c)# inspect icmp
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} Un singur policy-mapǇƻŀǘŜ ŀǾŜŀ Ƴŀƛ ƳǳƭǘŜ ŀŎǚƛǳƴƛ Ǔƛ ŘŜ Ƴŀƛ ƳǳƭǘŜ ǘƛǇǳǊƛ 

MPF ςŀŎǚƛǳƴƛ ǇƻǎƛōƛƭŜ

ciscoasa ( config - pmap- c)# ?

MPF policy - map class configuration commands:

csc Content Security and Control service module

exit            Exit from MPF class action configuration mode

flow - export     Configure filters for NetFlow events

help            Help for MPF policy - map class/match submode commands

inspect Protocol inspection services

ips Intrusion prevention services

no              Negate or set default values of a command

police          Rate limit traffic for this class

priority        Strict scheduling priority for this class

quit            Exit from MPF class action configuration mode

service - policy  Configure QoS Service Policy

set             Set connection values

shape           Traffic Shaping
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MPF ςŜȄŜƳǇƭŜ ŘŜ ŀŎǚƛǳƴƛ

ciscoasa # sh run

..........

!

class - map example

match port tcp eq www

!

policy - map http_policy

class http _map

inspect http

police input 1000000

set connection conn - max 1000 per - client - embryonic - max 50

!

..........
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} O ǇƻƭƛǘƛŎŇse poateaplicapeƛƴǘŜǊŦŀǚŇsaula nivelglobal

} Politicala nivel global ŀŦŜŎǘŜŀȊŇtot traficul cetreceprin oriceƛƴǘŜǊŦŀǚŇa 
ASA, dardoarînŘƛǊŜŎǚƛŀingress

} Politicala nivel de ƛƴǘŜǊŦŀǚŇŀŦŜŎǘŜŀȊŇtot traficul cetreceprin acea
ƛƴǘŜǊŦŀǚŇ, ingressǓƛegress

MPF ςaplicarea unei politici 

# aplicare pe interfaἯŁ

ciscoasa ( config )# service - policy inspect_http interface inside

# aplicare la nivel global

ciscoasa ( config )# service - policy inspect_http global
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}5ŀŎŇŀŎǚƛǳƴŜŀpoliticii esteŘƛŦŜǊƛǘŇ, pachetelepot face match 
de maimulte ori într-un policy-map, cât timp class-map-urile
ƛŘŜƴǘƛŦƛŎŇacelpachet

}5ŀŎŇŀŎǚƛǳƴŜŀesteŀŎŜŜŀǓƛ, se face match peun singurclass-
map

MPF - Procesarea unei politici

class - map example

match port tcp eq www

policy - map http_policy

class example

police input 1000000

set connection conn - max 1000 per - client - embryonic - max 50

class inspection_default

inspect http



ASA ïAdvanced MPF
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LƴǎǇŜŎǚƛŀpeun port ne-standard

MSSR192.168.10.10

192.168.10.1 209.100.65.1

141.85.99.10

HTTP: port 8080

asa1( config )# class - map 8080_INSPECT_TRAFFIC

asa1( config - cmap)# match port tcp eq 8080

asa1( config - cmap)# exit

asa1( config )# policy - map global_policy

asa1( config - pmap)# class 8080_inspect_traffic

asa1( config - pmap- c)# inspect http

asa1( config - pmap- c)# exit

asa1( config - pmap)# exit
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}Permitecontrolulgranular asupraŀǇƭƛŎŀǚƛƛƭƻǊ

Ç BlocareaŦƛǓƛŜǊŜƭƻǊcu extensia.exe

Ç BlocareaKazaaǓƛalte protocoalep2p

Ç Setareade limite pecâmpuriinterne ale protocolului(ex: lungimeaunui
URL)

Ç Protejareaserviciilorweb prin validareaXML

Ç ResetareauneiconexiuniTCP care în câmpulde date ŎƻƴǚƛƴŜun anumit
string  

Advanced Application Inspection


