Advanced firewalling

14 martie 2011




Obilective

1 Advanced-irewallfeatures

} De ce avem nevole d&pplicationinspectior?
¢ Studiu de caz: Active FV&Passivd-TP

1} ASA

¢ Modularpolicyframework
¢ Granularconnectionsetting
¢ AdvancedApplicationinspection(HTTP, FTP)
¢ Trafficpolicing
1 FortiGate
¢ Sessiormelpers
¢ ApplicationControl
¢ Trafficshaping
¢ Fortinetconfigurationconverter



Advancedirewallfeatures

"I hope I'm not intruding...”

Application Traffic Intrusion
Inspection shapingpolicing Prevention

Granular
connection
limiting

Anti {virus |
spam |spywarg




Applicationinspectiorfl)

} De ce este nevoie dgpplicationinspectior?
c@W{ OSYINAA ny OFNB a8 -swundar§ 1T N | LJ

1 In mod implicit oricdirewall A RSY 0 A FAON | LI A C
RS&UAYIKnoWS ¢St f

1 9EY RIFON 1 ¢¢t NIYzt SfirewallvalfaBe iiJ2 |
mod implicitdrop

¥ =
141.85.99.10 wJ

S 4

192.168.10.10 .I
; i
5 192.168.10.1@I,’. 209.100.65.1

T 1 11

HTTP: port 8080



Applicationinspectiorf2)
} De ce este nevoie dapplicationinspectior?
c@)! LXAOFIGAA OS | dz ySO2AS aN RSaoOt¢
Fdzy OU A2V I

ct 2Nl dNKfS RSaAOKAAS adzyd yS320Al
C9ESYLX dzy ! OGAQGS CwdE | LI AOFGAA Y

} Studiu de caz:
¢ Active FTP vs. Pasive FTP



Active FTP
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Passivd-TP
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Active FTRsPassivd-TP

1 Concluzii:
c! OGAYS C¢t ydz Fdzy Ou A2y S| [fiewdRl ON
5AY OF dzl Istatéfuy & LISOUG A S A
Din cauza NAT
c PassiveC ¢t | NJ GNBodzA &N Fdzy OuA2y ST S
/| St Lz AY RION IFRYAYAAGNY G2NYzZA | O
configurat politici de acces din exterior)
1 5S OS R2NAY aN FT2f2airy ! OGAcL
ct SYUNHz ON RS&EQODHESEVeY | A LJdzl A y A
http://www.fags.org/rfcs/rfc1579.html
+ Cu ajutorulApplicationinspection
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http://www.faqs.org/rfcs/rfc1579.html
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Trafficshapingvs Trafficpolicing
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Howit works
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Backio Qo traffic policing
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Backio Qo traffic shaping
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Trafficshapingvstraffic policing
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I ASAT Modular Policy Framework




Modular PolicyFramework

} Ce este MPF?
c'y aSi RS aiNHzO0dzNRA UA O2YSyIl A
c!'yYy Y2ZR RS | 3ANYRA fSINOGIzZNAE S RA
aplicarea lor
1/ S 2FSNN at CK
ct2aArAoAt A0l OGS RS | O2y F¥A3dzNJ U A
Applicationinspection
IPS (AFSSM)
Anti {virus | spam |spywarg (CSCSSM)
Setarea limitelor pentru conexiuni
Trafficpolicing



MPFc¢ structuri de comenzi
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IP telephony
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Classmap } Policymap } Servicepolicy
¢ Internet > C Inspect > ¢ Outside

¢ SE » ¢ Police ' >

c IP telephony > C Prioritize —




MPFC classmap

} Definirea unuclassmap (L3/L4)

ciscoasa (config )#class -mapidentify by L3 or L4
ciscoasa (config -cmap)# ?

MPF class - map configuration commands:

description Specify class - map description

exit Exit from MPF class - map configuration mode
help Help for MPF class - map configuration commands
match Configure classification criteria

no Negate or set default values of a command

rename Rename this class - map
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MPF¢ classmap
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MPFC classmap
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1 In mod implicit este activatlassmap-ul inspection default

ciscoasa # sh run

class - map inspection_default
match default - inspection - traffic




MPFC classmap

1/ S NB LaeiBult-ihgpectiontraffic?

ciscoasa (config -cmap)# match ?
mpf- class - map mode commands/options:
access - list Match an Access List
any Match any packet
default - inspection - traffic Match default inspection traffic:
ctigbe ---- tcp -- 2748 dns ------- udp-- 53
ftp ------- tcp -- 21 gtp ------- udp-- 2123,3386
h323- h225-tcp -- 1720 h323 -ras -- udp-- 1718-1719
http  ------ tcp -- 80 icmp ------ icmp
iIs ------- tcp -- 389 mgcp------ udp-- 2427,2727
netbios --- udp-- 137-138 radius -acct --- udp-- 1646
rpc ------- udp-- 111 rsh ------- tcp -- 514
rtsp ------ tcp -- 554 sip - tcp -- 5060
sip ------- udp-- 5060  skinny ---- tcp -- 2000
smtp ------ tcp -- 25 sqlnet ---- tcp -- 1521
tftp  ------ udp-- 69 waas------ tcp -- 1- 65535




MPFC policy-map
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identificat

ciscoasa (config )#policy -map test policy
ciscoasa (config - pmap)# class major_protocols
ciscoasa (config -pmap- c)# inspect ftp

ciscoasa (config - pmap- c)# inspect icmp




} UnsingupolicymapL2 4 S | S YI A YdzZ S | Ou

ciscoasa (config -pmap- c)#?

MPF policy - map class configuration commands:

CSsC Content Security and Control service module
exit Exit from MPF class action configuration mode
flow - export Configure filters for NetFlow events
help Help for MPF policy - map class/match submode commands
inspect Protocol inspection services

ips Intrusion prevention services

no Negate or set default values of a command

police Rate limit traffic for this class

priority Strict scheduling priority for this class

quit Exit from MPF class action configuration mode

service - policy Configure QoS Service Policy

set Set connection values

shape Traffic Shaping




class - map example
match port tcp eq www
!
policy - map http_policy
class http _map
inspect http
police input 1000000
set connection conn - max 1000 per -client -embryonic - max 50




MPFc aplicarea unei politici
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# aplicare pe i nter f a'Ht

ciscoasa (config )#service -policy inspect http interface inside
# aplicare la nivel global

ciscoasa (config )#service -policy inspect http global




MPF- Procesarea unei politici

1 51 ONDU Amifi ésteR A F JoakheieNpot face match
de maimulte ori intr-un policymap,cattimp classmap-urile
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class - map example
match port tcp eq www
policy - map http_policy
class example
police input 1000000
set connection conn - max 1000 per -client -embryonic - max 50
class inspection_default
inspect http

1 51 ONDU AaktglSO S Ssk fdce matcpe un singurclass
map



ASAT Advanced MPF




L y & LIeOripbrt nestandard

asal( config )#class -map 8080 INSPECT TRAFFIC
asal( config -cmap)# match port tcp eq 8080
asal( config -cmap)# exit

asal( config )#policy -map global policy

asal( config - pmap)# class 8080 inspect_traffic

asal( config - pmap- c)# inspect http

asal( config - pmap- c)# exit

asal( config - pmap)# exit
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HTTP: port 8080



Advanced Application Inspection

1 Permitecontrolulgranularasupral LJX A OF G A A f 2 NJ
c Blocarear A U A & biifisdke
¢ Blocareaazadl dlte protocoalep2p

¢ Setareade limite pe campuriinterne aleprotocolului(ex:lungimeaunui
URL)

¢ Protejareaserviciilorweb prin validareaXML

¢ ResetareaineiconexiuniTCP carén campulde dateO 2 y (uAayiusnit
string



