
PlatformŇde e-learning Ǔi curriculŇe-content 
pentru învŇǚŇmântul superior tehnic

Á{ŜŎǳǊƛȊŀǊŜŀ ǊŜǚŜƭŜƭƻǊ ŦƻƭƻǎƛƴŘ ǎƛǎǘŜƳŜ ŘŜŘƛŎŀǘŜ

28. Configurarea unui firewall transparent
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}Ce este NAT

}¢ƛǇǳǊƛ ŘŜ ǘǊŀƴǎƭŀǚƛƛ 

}Tipurile de NAT configurabile pe ASA

}Scenarii de implementare

}Nat-control

}aƻŘŀƭƛǘŇǚƛ ŘŜ ōȅǇŀǎǎ b!¢ 

}Lucrul avansat cu ACL-uri

Obiective
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}b!¢ ŘŜŦƛƴŜǓǘŜ ƳƻŘǳƭ ƞƴ ŎŀǊŜ ǘǊŀƴǎƭŀǘŇƳ ŀŘǊŜǎŜ ǇǊƛǾŀǘŜ ƞƴ 
ŀŘǊŜǎŜ ǇǳōƭƛŎŜ Ǔƛ ƛƴǾŜǊǎ

}Care sunt adresele private?
Ç Clasa A: 10.0.0.0/8: 16,777,214 hosturi

Ç Clasa B: 172.16.0.0/12: 1,048,574hosturi

Ç Clasa C: 192.168.0.0/16: 65,534hosturi

}Adresele private sunt definite în RFC

}CǳƴŎǚƛŜ ŘŜ ƴƛǾŜƭǳƭ Řƛƴ ǎǘƛǾŀ h{L ƭŀ ŎŀǊŜ ǎŜ ƻǇŜǊŜŀȊŇ ŜȄƛǎǘŇ н 
ǘƛǇǳǊƛ ŘŜ ǘǊŀƴǎƭŀǚƛŜΥ
Ç NAT (NetworkAddressTranslation) ςnivelul 3

Ç PAT (Port AddressTranslation) ςnivelul 4

Ce este NAT?

ΦΦΧΦΦΧΦΦΦ1918



} CǳƴŎǚƛŜ ŘŜ ŘƛǊŜŎǚƛŀ ƞƴ ŎŀǊŜ ǎŜ ŦŀŎŜ ǘǊŀƴǎƭŀǘŀǊŜŀΥ

Ç InsideNAT ςadresele din LAN sunt translatatela adrese din WAN

Ç OutsideNAT ςadresele din WAN sunt translatatela adrese din LAN

} InsideNAT

} Firewall-ulƳƻŘƛŦƛŎŇ ŘƻŀǊ ŀƴǘŜǘǳƭ ŘŜ ƴƛǾŜƭ о ǇŜƴǘǊǳ ŀ ŦŀŎŜ b!¢

} 5Ŝ ƻōƛŎŜƛ ǎŜ ŦƻƭƻǎŜǎŎ ŀŘǊŜǎŜ Řƛƴ ŀŎŜƭŀǓƛ Ǉƻƻƭ ǇǳōƭƛŎ ǇŜƴǘǊǳ b!¢ Ǔƛ ǇŜƴǘǊǳ 
ŀŘǊŜǎŀ ŘŜ ǇŜ ƛƴǘŜǊŦŀǚŀ ŘŜ outsidea ASA 
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NAT ςInsideNAT

192.168.10.10 24000 141.85.99.10 80 209.100.65.10 24000 141.85.99.10 80

141.85.99.10 80 192.168.10.10 24000 141.85.99.10 80 209.100.65.10 24000

192.168.10.10

192.168.10.1 209.100.65.1

141.85.99.10
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}OutsideNAT 
Ç ŜǎǘŜ ŘŜ ŦŀǇǘ b!¢ ōƛŘƛǊŜŎǚƛƻƴŀƭ 

Ç ǎŜ ǘǊŀŘǳŎŜ ŀŘǊŜǎŀ ǎǳǊǎŇ ŀ ǇŀŎƘŜǘŜƭƻǊ ŎŜ Ǿƛƴ Řƛƴ ŜȄǘŜǊƴ

}Cƻƭƻǎƛǘ ƞƴ ŎŀȊǳƭ ƞƴ ŎŀǊŜ ǎŜ ŘƻǊŜǓǘŜ Ŏŀ hosturileŘƛƴ ŜȄǘŜǊƛƻǊ ǎŇ 
ǇŀǊŇ ŎŇ ǎǳƴǘ ƞƴ ƛƴǘŜǊƛƻǊǳƭ ǊŜǚŜƭŜƛ 

NAT ςOutsideNAT

192.168.10.30 24000 192.168.10.10 80 141.85.99.10 24000 209.100.65.10 80

192.168.10.10 80 192.168.10.30 24000 209.100.65.10 80 141.85.99.10 24000

192.168.10.10

192.168.10.1 209.100.65.1

141.85.99.10
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}άb!¢ ŎƻƴǎŜǊǾŇ ŀŘǊŜǎŜέ
Ç CƛŜŎŀǊŜ ŀŘǊŜǎŀ ǇǊƛǾŀǘŇ ŜǎǘŜ ǘǊŀƴǎƭŀǘŀǘŇîntr-ƻ ǳƴƛŎŇ ŀŘǊŜǎŇ ǇǳōƭƛŎŇ 

}άb!¢ ŜǎǘŜ ǳƴ ƳŜŎŀƴƛǎƳ ŘŜ ǎŜŎǳǊƛǘŀǘŜέ
Ç CǳƴŎǚƛƻƴŀƭƛǘŀǘŜŀ ŘŜ ǎŜŎǳǊƛǘŀǘŜŀ ǊŜǚŜƭŜƛ Řƛƴ b!¢ ŜǎǘŜ ƻ ŎƻƴǎŜŎƛƴǚŇΣ ƴǳ ǳƴ 

obiectiv al designului

Ç bǳ ŜǎǘŜ ŘŜ ƻōƛŎŜƛ ǊŜŎƻƳŀƴŘŀǘ ŘŜǎƛƎƴǳƭ ǎŜŎǳǊƛǘŇǚƛƛ inside-outsidepe baza 
NAT

Ç 9ȄƛǎǘŇ ŀƭǘ dizpozitivŎŀǊŜ Řƛƴ ǇǳƴŎǘ ŘŜ ǾŜŘŜǊŜ ŀƭ ǎŜŎǳǊƛǘŇǚƛƛ ƞƴŘŜǇƭƛƴŜǓǘŜ 
ŀŎŜŜŀǓƛ ŦǳƴŎǚƛŜ Ŏŀ b!¢Υ stateful firewall

Ç Un stateful firewallŀǊŜ Ǔƛ ŦǳƴŎǚƛƛ ǎǳǇƭƛƳŜƴǘŀǊŜ όApplicationInspection
etc.)

}¢ƻǘǳǓƛΣ ƭŀ ƴƛǾŜƭ ǇǎƛƘƻƭƻƎƛŎΣ b!¢ ŜǎǘŜ ŎƻƴǎƛŘŜǊŀǘ ǳƴ ƳŜŎŀƴƛǎƳ ŘŜ 
securitate de multe companii
Ç ¦ƴǳƭ Řƛƴ ƳƻǘƛǾŜƭŜ ǇǳǘŜǊƴƛŎŜ ǇŜƴǘǊǳ ŎŀǊŜ ŜȄƛǎǘŇ ŀŘǊŜǎŜ ǇǊƛǾŀǘŜ ƞƴ LtǾс

Mituri NAT
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}!ǘŜƴǚƛŜ ƭŀ ǘŜǊƳƛƴƻƭƻƎƛŀ b!¢Σ ŜǎǘŜ ŘŜǎǘǳƭ ŘŜ ŘƛǾŜǊǎŇΦ

Ç Ce este SNAT?

ü InsideNAT

Ç Ce este DNAT?

ü Un concept numit port-forwarding/port-redirection, nu outsideNAT

Terminologie NAT
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}Port addresstranslation

Ç tŜǊƳƛǘŜ ǘǊŀƴǎƭŀǘŀǊŜŀ ŘŜ ŦƻŀǊǘŜ ƳǳƭǘŜ ŀŘǊŜǎŜ ǇǊƛǾŀǘŜΣ ŦƻƭƻǎƛƴŘ ƻ ǎƛƴƎǳǊŇ 
ŀŘǊŜǎŇ ǇǳōƭƛŎŇ

}tŜƴǘǊǳ ŎŇ ƴǳ ǎŜ Ƴŀƛ ǇƻŀǘŜ ŦŀŎŜ ƳŀǇŀǊŜ м-1 la nivel 3, se face la 
nivel 4

}Fiecare pereche (IP_intern, port_intern) este ƳŀǇŀǘŇla 
(IP_extern, port_extern)

}Oƴ ƳƻŘ ƛƳǇƭƛŎƛǘ ǇǊƻŎŜǎǳƭ ŘŜ t!¢ Ǿŀ ƞƴŎŜǊŎŀ ǎŇ mapezeportul 
ƛƴǘŜǊƴ ǇŜ ŀŎŜƭŀǓƛ ǇƻǊǘ ŜȄǘŜǊƴ
Ç 5ŀŎŇ ǇƻǊǘǳƭ ŜȄǘŜǊƴ ŀ Ŧƻǎǘ ƞƴǎŇ mapatla o translatare anterioare, se 
ƳŀǇŜŀȊŇpe un port random

}aŀǇŇǊƛƭŜ t!¢ ǎŜ ǊŜǚƛƴ ƞƴ ƳŜƳƻǊƛŀ firewall-uluiǓƛ ǎǳƴǘ ŦƻƭƻǎƛǘŜ 
ǇŜƴǘǊǳ ŀ ƛŘŜƴǘƛŦƛŎŀ ǘǊŀŦƛŎǳƭ ŘŜ ƞƴǘƻŀǊŎŜǊŜ Ǔƛ ŀ ƞƭ ǘǊŀƴǎƭŀǘŀ ƞƴŀǇƻƛ

PAT
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} Pentru adresa ǘǊŀƴǎƭŀǘŀǘŇse poate folosi:
Ç !ŘǊŜǎŀ ŘŜ ǇŜ ƛƴǘŜǊŦŀǚŀ ŦƛȊƛŎŇ

Ç h ŀŘǊŜǎŇ ǇǳōƭƛŎŇ ƴŜŀƭƻŎŀǘŇ ǇŜ ƻ ƛƴǘŜǊŦŀǚŇ ŦƛȊƛŎŇ

} Pentru protocoalele connection-oriented, firewall-ulǓǘŜǊƎŜ 
ǘǊŀƴǎƭŀǘŀǊŜŀ Řƛƴ ƳŜƳƻǊƛŜ ƻŘŀǘŇ Ŏǳ ƞƴŎƘŜƛŜǊŜŀ ŎƻƴŜȄƛǳƴƛƛ

} Pentru protocoalele conectionlessfiecare intrare are un timeout

9ȄŜƳǇƭǳ ŘŜ ŦǳƴŎǚƛƻƴŀǊŜ

192.168.10.10 24000 141.85.99.10 80 209.100.65.1 24000 141.85.99.10 80

192.168.10.20 24000 141.85.99.10 80 209.100.65.1 30000 141.85.99.10 80

192.168.10.0 /24

192.168.10.1 209.100.65.1

141.85.99.10
.10

.20
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}!ǘŜƴǚƛŜΣ ŎŜƭŜ ŘƻǳŇ ǎǳƴǘ ŎƻƴŎŜǇǘŜ ŘƛŦŜǊƛǘŜ ǇŜƴǘǊǳ ǳƴ firewall

}{ŎŜƴŀǊƛǳΥ ǳƴ ǳǘƛƭƛȊŀǘƻǊ ŘŜǎŎŀǊŎŇ ƻ ǇŀƎƛƴŀ ǿŜōΣ ǘǊŀƴǎƳƛǘŜ La Ŏǳ 
ǳƴ ǇǊƛŜǘŜƴ Ǔƛ ŘŜǎŎŀǊŎŇ mailurileîn clientul de mail. 

}/ŃǘŜ ŎƻƴŜȄƛǳƴƛ ǊŜǚƛƴŜ firewall-ul în memorie?

Ç о όǇƻǎƛōƛƭ Ƴŀƛ ƳǳƭǘŜ ŦǳƴŎǚƛŜ ŘŜ ǇǊƻǘƻŎƻŀƭŜƭŜ ŦƻƭƻǎƛǘŜύ

}Câte ǘǊŀƴǎƭŀǘŇǊƛ b!¢όƴƛǾŜƭ оύ ǊŜǚƛƴŜ firewall-ul în memorie?
Ç 1

ConnectionvsTranslation



Configuraѽii NAT pe CiscoASA
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}hǊŘƛƴŜŀ ƻǇŜǊŀǚƛƛƭƻǊ ŘŜ Ƴŀƛ Ƨƻǎ ŜǎǘŜ ǊŜŀƭƛȊŀǘŇ ǇŜƴǘǊǳ !{! h{ уΦл 
όǾŜǊǎƛǳƴŜŀ ŦƻƭƻǎƛǘŇ ƞƴ ƭŀōƻǊŀǘƻǊύ

Procesarea pachetelor - inside

1
ωtŀŎƘŜǘǳƭ ŀƧǳƴƎŜ ǇŜ ƛƴǘŜǊŦŀǚŀ άinsideέ

2
ωPachetul este trecut prin ACL-ul de intrare

3
ωPachetul este rutat conform tabelei de rutare

4
ωPachetul este translatat conform regulilor de NAT

5
ωFirewall-ulŎǊŜŜŀȊŇ ǳƴ ƻōƛŜŎǘ ŘŜ ǎǘŀǊŜ ǇŜƴǘǊǳ ƴƻǳŀ ŎƻƴŜȄƛǳƴŜ 

6
ωPachetul este switchedŎŇǘǊŜ ƛƴǘŜǊŦŀǚŀ άoutsideέ

7
ωPachetul este trecut prin ACL-ulŘŜ ƛŜǓƛǊŜ
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}hǊŘƛƴŜŀ ƻǇŜǊŀǚƛƛƭƻǊ ŘŜ Ƴŀƛ Ƨƻǎ ŜǎǘŜ ǊŜŀƭƛȊŀǘŇ ǇŜƴǘǊǳ !{! h{ уΦл 
όǾŜǊǎƛǳƴŜŀ ŦƻƭƻǎƛǘŇ ƞƴ ƭŀōƻǊŀǘƻǊύ

Procesarea pachetelor - outside

1
ωtŀŎƘŜǘǳƭ ŀƧǳƴƎŜ ǇŜ ƛƴǘŜǊŦŀǚŀ άoutsideέ

2
ωPachetul este trecut prin ACL-ul de intrare

3
ωPachetul este inspectat conform tabelei stateful

4
ωPachetul este translatat conform tabelei NAT

5
ωPachetul este rutat conform tabelei de rutare

6
ωPachetul este switchedŎŇǘǊŜ ƛƴǘŜǊŦŀǚŀ άinsideέ

7
ωPachetul este trecut prin ACL-ulŘŜ ƛŜǓƛǊŜ



}14 MSSR

}Noua versiune 8.3 a introdus un featureƴǳƳƛǘ άwŜŀƭ Ltέ

}tǊƻōƭŜƳŀΥ ŘŀŎŇ ǎŜ ǎŎƘƛƳōŇ ŎŜǾŀ ƞƴ ǇƻƭƛǘƛŎƛƭŜ b!¢ ǘǊŜōǳƛŜ Ŏŀ 
ŀŘƳƛƴƛǎǘǊŀǘƻǊǳƭ ǎŇ ǎŎƘƛƳōŜ Ǔƛ ŎŜƭŜƭŀƭǘŜ ǇƻƭƛǘƛŎƛ ŘŜ firewall (ACL-
uri , applicationinspectionetc.)

}Oƴ уΦоΣ !{! ǊŜŀƭƛȊŜŀȊŇ b!¢ ƞƴŀƛƴǘŜ ŘŜ ǇǊƻŎŜǎŀǊŜŀ ACL-ului de pe 
ƛƴǘŜǊŦŀǚŀ ǇŜ ŎŀǊŜ ƛƴǘǊŇ ǇŀŎƘŜǘǳƭ 

}Astfel administratorul poate defini ACL-urileǓƛ ŀƭǘŜ ŎƻƴŦƛƎǳǊŀǚƛƛ 
direct cu IP-urile reale din LAN

ASA OS 8.3 ςReal IP 
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}!{! ŘŜŦƛƴŜǓǘŜ р ǘƛǇǳǊƛ ŘŜ b!¢Υ

Tipuri de NAT

Static NAT

Static PAT

DynamicNAT

DynamicPAT

PolicyNAT/PAT
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}¦ƴ Lt ǇǊƛǾŀǘ ŜǎǘŜ ƞƴǘƻǘŘŜŀǳƴŀ ǘǊŀŘǳǎ ƞƴ ŀŎŜƭŀǓƛ Lt ǇǳōƭƛŎ 

}LƴǘǊŀǊŜŀ ƞƴ ǘŀōŜƭŀ b!¢ ŜǎǘŜ ǎǘŀǘƛŎŇ όƴǳ ŦŀŎŜ age-out)

} În ce scenariu avem nevoie de Static NAT?

Ç /ŃƴŘ ŀǾŜƳ ǳƴ ǎŜǊǾŜǊ ƞƴ 5a½ Ŏǳ ŀŘǊŜǎŇ ǇǊƛǾŀǘŇΣ ŎŜ ǘǊŜōǳƛŜ ŀŎŎŜǎŀǘ Řƛƴ 
ŜȄǘŜǊƛƻǊ ƻǊƛŎŃƴŘΣ Ŏǳ ŀŎŜŜŀǓƛ ŀŘǊŜǎŀ ǇǳōƭƛŎŇ

Static NAT

IP dest: 209.100.65.7IP dest: 192.168.10.10

Waters ( config )# static ( inside,outside ) 209.1 00. 65. 7

192.168.10.10 netmask 255.255.255.255

192.168.10.10

192.168.10.1 209.100.65.1

141.85.99.10
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} Comanda static ǎǳǇƻǊǘŇ Ǔƛ ǎŜǘŀǊŜŀ ƭƛƳƛǘŜƭƻǊ ŘŜ ŎƻƴŜȄƛǳƴŜ ¢/tκ¦5t 
pentru pachetele translatate

Ç /ƻƳŀƴŘŀ ŘŜ Ƴŀƛ Ƨƻǎ ǎŜǘŜŀȊŇ ƴǳƳŇǊǳƭ ŘŜ ŎƻƴŜȄƛǳƴƛ ¢/t Ǔƛ ¦5t ƭŀ мллл Ǔƛ 
ƴǳƳŇǊǳƭ ŘŜ ŎƻƴŜȄƛǳƴƛ embryonicla 100 

Static NAT ςǎŜǘŇǊƛ ŀǾŀƴǎŀǘŜ

Waters ( config )# static ( inside,outside ) 209.1 00. 65. 7

192.168.10.10 netmask 255.255.255.255 tcp 1000 100 udp 1000
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}/ƻƳŀƴŘŀ ŘŜ Ƴŀƛ Ƨƻǎ ŜƭƛƳƛƴŇ ŦǳƴŎǚƛƻƴŀƭƛǘŀǘŜ ŘŜ ǊŀƴŘƻƳƛȊŀǊŜ ŀ ISN-
ului unei conexiuni 

} Când ar fi util dezactivarea acesteia?

Ç /ŃƴŘ ŦǳƴŎǚƛƻƴŜŀȊŇ ƻ ǎŎƘŜƳŇ ŘŜ ŀǳǘŜƴǘƛŦƛŎŀǊŜ ŎŜ ŦƻƭƻǎŜǓǘŜ a5р ό.Dtύ

Static NAT ςǎŜǘŇǊƛ ŀǾŀƴǎŀǘŜ

Waters ( config )# static ( inside,outside ) 89.1 41. 99. 1 89.1 41. 99. 1

netmask 255.255.255.255 norandomseq



}19 MSSR

}/ƻƳŀƴŘŀ ǎǘŀǘƛŎ ǇƻŀǘŜ Ŧƛ ŦƻƭƻǎƛǘŇ Ǔƛ ǇŜƴǘǊǳ outsideNAT

OutsideNAT

Waters ( config )# static ( outside , inside ) 192.168.10.30

209.100.65.10 netmask 255.255.255.255

192.168.10.30 24000 192.168.10.10 80 141.85.99.10 24000 209.100.65.10 80

192.168.10.10 80 192.168.10.30 24000 209.100.65.10 80 141.85.99.10 24000

192.168.10.10

192.168.10.1 209.100.65.1

141.85.99.10
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} Traduce Xadrese private în X adrese publice

} ¦ƴŀ Řƛƴ ǎƻƭǳǚƛƛƭŜ ǇƻǎƛōƛƭŜ ǇŜƴǘǊǳ ǳƴ ǎŎŜƴŀǊƛǳ ƞƴ ŎŀǊŜ ǘǊŀŦƛŎǳƭ ƴǳ ŎƻƴǚƛƴŜ 
porturi la nivelul 4 (GRE, ReliableDatagramProtocol, Data Delivery
Protocol, etc)

} /ƻƳŀƴŘŀ ƴŀǘ ŘŜŦƛƴŜǓǘŜ ƛƴǘŜǊŦŀǚŀ ŘŜ ingresspentru traficul ce trebuie 
ǘǊŀŘǳǎ ŀƭŇǘǳǊƛ ŘŜ ǊŜǚŜŀǳŀ ŎŜ Ǿŀ Ŧƛ ǘǊŀŘǳǎŇ

} /ƻƳŀƴŘŀ Ǝƭƻōŀƭ ŘŜŦƛƴŜǓǘŜ ƛƴǘŜǊŦŀǚŀ ŘŜ egresspentru traficul ce trebuie 
ǘǊŀŘǳǎ ŀƭŇǘǳǊƛ ŘŜ Ǉƻƻƭ-ul de adrese publice în care se va face traducerea

DynamicNAT

Waters ( config )# nat (inside) 1 192. 168 . 10.0 255.255.255.0

Waters ( config )# global (outside) 1 209.100.65.2 - 209.100.65.254

netmask 255.255.255.0

192.168.10.10

192.168.10.1 209.100.65.1



} Identificatoruldin nat Ǔƛ global ŜǎǘŜ Ŧƻƭƻǎƛǘ ǇŜƴǘǊǳ ŀ ŦŀŎŜ ƭŜƎŇǘǳǊŀ ŘƛƴǘǊŜ 
ŎŜƭŜ ŘƻǳŇ ŎƻƳŜƴȊƛ
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DynamicNAT ςŘƻǳŇ ǊŜǚŜƭŜ 

209.100.65.1

Waters ( config )# nat (inside) 1 1 92.168.10.0 255.255.255.0

Waters ( config )# nat (inside) 2 192.168.20.0 255.255.255.0

Waters ( config )# global (outside) 1 209.100.65 . 2- 209.100.65 . 120

netmask 255.255.255.0

Waters ( config )# global (outside) 2 209.100.65.121 - 209.100.65.254

netmask 255.255.255.0

192.168.10.0 /24

192.168.20.0 /24


