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28. Configurarea unuirewall transparent




Obilective

} Ce este NAT

1 ¢ ALIzZNR RS OGNFyatl oaaaAa

+ Tipurile de NAT configurabile pe ASA

+ Scenarii de implementare

+ Nat-control

raz2zRFTAGNOA RS o0éLJ aa bl
+ Lucrul avansat cACLuri



} Care sunt adresele private?
¢ Clasa A10.0.0.08:16,777,21hosturi
¢ Clasa B172.16.0.012: 1,048,574/osturi
¢ Clasa C192.168.0.016: 65,534hosturi

} Adresele private sunt definite In REE&s o x ¢ ¢ ¢

) Cdzy OGAS RS yA@Stdd RAY aiAgl
0ALIZNA RS GNIyatriasSy
¢ NAT Network AddressTranslation ¢ nivelul 3
¢ PAT (PorAddresslranslation ¢ nivelul 4



NATC InsideNAT

} Cdzy OUAS RS RANBOUAIF ny OFNB &as 7t
¢ InsideNAT¢ adresele din LAN sutranslatatela adrese din WAN
¢ OutsideNAT¢ adresele din WAN sumtanslatatela adrese din LAN

1 InsideNAT
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A\

- 141.85.99.10
209.100.65.V &5

141.85.99.10 80 192.168.10.10 24000 141.85.99.10 80 209.100.65.10 24000

A asS T2t 24
RS Ld&tsideayASS N

X



NATc OutsideNAT

1 OutsideNAT
cSaGS RS FI LW b!¢c O0ARA
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BOOAZYI ¢
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192.168.10.30 24000 192.168.10.10 80

192.168.10.10  141.85.99.1
5 192.168.10. _.l 209.10065.1
2

192.168.10.10 80 192.168.10.30 24000

141.85.99.10 24000 209.100.65.10 80

209.100.65.10, 80 141.85.99.10 @ 24000
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Mituri NAT
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cCdzy QUA2y Il fAGIGSE RS aSOdzNAGF GSE
obiectiv al designului

cbdz SAa4S RS 20A0SA Nb OidebusiRdpeibaza S a
NAT

¢ 9 EA adizNozitvOKiNBE RAY Llzy Ol RS OSRSNE
I OSSI UA T dztateful ivedvallOlF b! ¢ Y

¢ Unstatefulfirewalll NS UA T dzy O @pplicatidniidpictioly” S y (i
etc.)

1 ¢20dzUA S 1 yAQ@QSE LIAAK2f 23A03
securitate de multe compani
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Terminologie NAT

T OSYUAS fF GSNXYAYy2tTt23AF bl ¢X
c Ce este SNAT?
InsideNAT

¢ Ce este DNAT?
Un concept numiport-forwarding port-redirection nuoutsideNAT

Terminology
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} Portaddresdranslation

CtSNYAUGS UNYyathalNBF RS F2FINLS Y
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nivel 4

1 Fiecare pereche (IP_intern, port_intern) e¥td LJHal N
(IP_extern, port_extern)

1 OY Y2R AYLIX AOA G LINEna@dezemutul RS
AYGSNY LIS OStIUA LBRNI SEGS!
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Y | LIS peluMNportrandom

ral LINNRES t! ¢ aftewdBBIG@ Y agzy ¥YST

LISYUNXz I ARSYUGAFAOI GNI FAOAL



OESYL) dz RS Fdzy OU A 2y | NJ

1 Pentru adresal NJ Y ask poaté faldsi:
c! RN’al RS LIS AyuGSNFFGlF FAIT AON
ch FTRNB&N LldzofAON ySIFIft20FGN LIS 2 Ay

192.168.10.10 24000 141.85.99.10 80 - 209.100.65.1 24000 141.85.99.10
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192.168.10.20 24000 141.85.99.10 80

209.100.65.1 30000 141.85.99.10 80

} Pentru protocoaleleonnectiororiented, firewallulU i S NB S
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Connectionvs Translation
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Procesarea pacheteleinside

P hNRAYSIE 2LISNIFUOAAET 2N RS YI A
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wPachetul este trecut priACLul de intrare

wPachetul esteutat conform tabelei de rutare J

wPachetul este translatat conform regulilor de NAT \

~
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wPachetul estswitchedO N i NB  foytsid&ENJIF | G | }3‘
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Procesarea pacheteleoutside
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wPachetul este trecut priACLul de intrare

wPachetul este inspectat conform tabestateful J

wPachetul este translatat conform tabelei NAT \

wPachetul esteutat conform tabelei de rutare

wPachetul estswitchedON G NB  AingideS NJF I G | }1
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ASA OS 8@8Real IP

1 Noua versiune 8.3 a introdus @eaturey dzY A i G wS | f§

JtNRGESYEY REON 88 A0KAYON Of
F RYAYAAGNY G2NHzE &N & DeAalRAeS
uri , applicationinspectionetc.)

1Oy y®dox !'{! NBIfAT SIACNIluide pe r
AYUOSNIFIFOGF LIS OFNB AYUNN LI OF

1 Astfel administratorul poate defiiCrurileUA | £ 0 S O3z
direct cu IFurile reale din LAN



Tipuri de NAT

b1 { ! RSTFAYSUGS p GALMHz2NA RS b!

Static NAT

Static PAT

DynamidNAT

DynamidPAT

PolicyNAT/PAT




Static NAT

1y Lt LINAGEG Saas

ny az2i

1 LYONF NBF ny GF 6St lageout)¢
1 In ce scenariu avem nevoie de Static NAT?

IPdest 209.100.65.7

IPdest 192.168.10.10

4
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192.168.10.10 I
192.168.10. 1@ i 209.100.65.1 g
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¢/ NyR I @#SY dzy aSNBSNI ny 5a% Odz |
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Waters ( config )# static ( inside,outside ) 209.1 00.65.7
192.168.10.10 netmask 255.255.255.255
""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" MSSR



} Comandastatic & dzLJ2 NIN UA &S0l NBI fAYAGS
pentru pacheteldranslatate
c/ 2YFLYRI RS YIA 22a

c aSOSIFT N ydzy NNUz |
y dzY N NHzf R SmbOéniflSIDG dzy A

Waters ( config )# static ( inside,outside ) 209.1 00.65.7
192.168.10.10 netmask 255.255.255.255 tcp 1000 100 wudp 1000




Ve PaS

Static NALA SUNNR | @F yal aS

1/ 2YFYREFE RS YFA 22&8 St AYAYNBNTdzy
ului unei conexiuni

Waters ( config )# static ( inside,outside ) 89.141.99.1 89.141.99.1
netmask 255.255.255.255 norandomseq

1 Cand ar fi utll dezactivarea acesteia?
c/ NYR Fdzy OUuA2ySIT N 2 a0OKSYN RS I dzi Sy



OutsideNAT

1/ 2YFYRE O A0FGAO LI2obutsi8eNATA T2 2

Waters ( config )# static ( outside ,inside ) 192.168.10.30
209.100.65.10 netmask 255.255.255.255

141.85.99.10 24000 209.100.65.10 80

192.168.10.30 24000 192.168.10.10, 80

192.168.10.10 .I - 141.85.99.1 ) U
192.168.10. ',’.l 209.100.65.1\ ‘ ' .
. o

209.100.65.10, 80 141.85.99.10 @ 24000

192.168.10.10, 80 192.168.10.30 24000




DynamicNAT

}  TraduceXadrese private 1iXadrese publice
'yl RAY az2tdziAAfS LIaAiroAftsS LISy dNH
porturi la nivelul 4 (GRReliableDatagramProtocol, Datdelivery
Protocol,etc)

Emmmn’

' H 192.168.10.10
g S
o 192.168.10. __-!' 209.100.65.1
|

Waters (config )# nat (inside) 1 192.168. 10.0 255.255.255.0

Waters ( config )# global (outside) 1 209.100.65.2 -209.100.65.254
netmask 255.255.255.0

»/ 2YFYRE YGRS FingeSaernirS traficyl aeSrdldhié U I
0N} Rdza £ NGdzZNA RS NBUSF dz2r OS gt
b/ 2Yl YVRI 3f 20 f R&yRIpgrirwtiaful deyrebFHNIF |

(0 N} Rdza | f-N delaNdse prllicelidxard se va face traducerea
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209.100.65.

=
=

Waters (config )# nat (inside)1l1 92.168.10.0 255.255.255.0
Waters (config )# nat (inside) 2 192.168.20.0 255.255.255.0

Waters ( config )# global (outside) 1 209.100.65 . 2-209.100.65 . 120
netmask 255.255.255.0
Waters ( config )# global (outside) 2 209.100.65.121 - 209.100.65.254

netmask 255.255.255.0

} Identificatoruldin nat U@Iobal
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