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Obilective

1 Advanced-irewallfeatures

} De ce avem nevole d&pplicationinspectior?
¢ Studiu de caz: Active FV&Passivd-TP

1} ASA

¢ Modularpolicyframework
¢ Granularconnectionsetting
¢ AdvancedApplicationinspection(HTTP, FTP)
¢ Trafficpolicing
1 FortiGate
¢ Sessiorhelpers
¢ ApplicationControl
¢ Trafficshaping
¢ Fortinetconfigurationconverter



Advancedirewallfeatures

"I hope I'm not intruding...”

Application Traffic Intrusion
Inspection shapingpolicing Prevention

Granular
connection
limiting

Anti {virus |
Spam |spywarg




Applicationinspectiorfl)

} De ce este nevoie dgpplicationinspectior?
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HTTP: port 8080



Applicationinspectiorf2)
} De ce este nevoie dapplicationinspectior?
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} Studiu de caz:
¢ Active FTP vs. Pasive FTP



Active FTP
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portul N+1. Comanda PORT indica serverului care este portul clientului deschis
pentru a primi date.
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clientului.
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Passivd-TP

21 X
Cmd Data

1 M® [/ fASYGdzAE AYAGAFT N 2 O2ySEAdzyS ONG N
alesrandom> 1024. Clientul deschide portul N+1 pentru date.
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trimite clientului comanddort X.



Active FTRsPassivd-TP

1 Concluzii:
c!l OUAQYS C¢t ydz FdzyOu A2y S| [fiewdll ON
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Din cauza NAT
c PassiveC ¢t | NJ GNBodzA &N Fdzy OuA2y ST S
/| St LlziAy RFEON I RYAYA&AGNY G2NYzA + O
configurat politici de acces din exterior)
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http://www.fags.org/rfcs/rfc1579.html
+ Cu ajutorulApplicationinspection
¢ Firewaltul poate citi comenzile trimise pe canalul de control FTP

¢ Candfirewall-ul vede comanda PORT N, deschide portul N+1 pentru IP
dzf & SNIWSNHz dzA = Ol [ O0Saudl aN L2l



http://www.faqs.org/rfcs/rfc1579.html

Applicationinspectiorf3)
} De ce este nevoie dapplicationinspectior?
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conflict cu NAT
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+ Applicationlnspectionto the rescué
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Trafficshapingvs Trafficpolicing

} Conform rate
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} Exceedingate
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1 Trafficcshaping: £ Zoddyeinterne in RAM pentru a stoca
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+ Trafficpolicingpoate:
¢ Facedrop traficului Tn exces
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Howit works
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token-uri din token-bucket 9 0 N
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policing
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(traffic shaping
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Backio Qo traffic policing

1 bdz O2 Yy adzy N fidsal(BuNafe Sevdidlibuffere)
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} Produce multe retransmisii TCP
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} Un scenariu posibil ar fi:
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Backio Qo traffic shaping
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} Se poate aplica decautbound
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+ Nu poate remarca trafic

1 Foarte folosit ifFrameRelaydzy RS &S LI2F 0SS O2
de marcare a congestiei din protocolul WAN




Trafficshapingvstraffic policing

TrafficRate




I ASAT Modular Policy Framework




Modular PolicyFramework

} Ce este MPF?
c'y aSi RS aiNHzO0dzNRA UA O2YSyIl A
c!'y Y2ZR RS | 3ANYRA fSINOGAzNAE S RA
aplicarea lor
1/ S 2FSNN at CK
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Applicationinspection
IPS (AFSSM)
Anti {virus | spam |spywarg (CSCSSM)
Setarea limitelor pentru conexiuni
Trafficpolicing



MPFc¢ structuri de comenzi
ratC Sa0S RSTAYAGON LINAY o audl
¢ Classmap-uri
Folosite pentru a identificaaffic-flow prin diferite moduri
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¢ Policymap-uri
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intr-un classmap
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IP telephony

H Py

37

SystenEnginners

1 Classmap } Policymap 1 Servicepolicy
¢ Internet > C Inspect- Outside
¢ SE » ¢ Police
¢ IP telephony > C Prioritize
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